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O O0KymMeHTe

B naHHOM foKkyMeHTe onucbiBaeTcs GYHKLMOHAIbHOE Ha3HaYeHWe Y MPUMEHEHNE NMPOTrPaMMHOro

Komnnekca «lporpammHbI MoayAb AoBepeHHoM 3arpy3kin ViPNet SafeBoot» ®PKE.00180-01 (sanee —
ViPNet SafeBoot), npvHLMMbl paboTbl N OCHOBHbIE BO3MOXHOCTU, COAEPXKMNTCA UHPOPMaLMS,
HeobxoanMas 4ns HacTpoiku n ncnosb3osaHus ViPNet SafeBoot, a Takke npvBoAnTCA onncaHue

NoAb30BaTeNbCKOro NHTepdeica.

,ﬂ,ﬂﬂ KOIro npeiaHasHaveH 40KyMEHT

Hacrosawee PYKOBOACTBO nNpegHasHavyeHo AN agMUHNCTPAaTOpPOB, OTBEYaOLW KX 3a 6e30MmacHoCTb,

HaCTPOWKY M YCTaHOBKY NPOrpaMMHOro obecrneyeHuns Ha pabounx MecTax nosib3oBaTesen.

CornaweHma 10KkyMeHTa

Hunxe nepeyncieHbl cornaweHna, NpuHATble B 3TOM JOKYMEHTE A4 BblAeNEHNA I/IHq)OpMaLI,I/II/I.

Tabsuya 1. O603Ha4YeHUs, UCNOb3yemMble 8 NPUMEeHaHUSIX

O603HaueHue OnucaHue

/‘\\g BHuMaHue! Yka3biBaeT Ha 0643aTesibHOe ANS UCMONIHEHVA UV CNe0BaHNA AeNCTBUE
AN nHopmMaLumio.

MpuMeuaHue. Yka3biBaeT Ha Heobs3aTeNlbHOe, HO XenaTelbHOe /1S UCMONHEHNS NN
CnefioBaHUA AencTBMe UM MHbopMaLuio.

CoBeT. COeP>XXUT JOMOJHUTENbHYH MHPOPMaLMIo 0bLLero xapaktepa.

Tabauya 2. O603HayeHus, ucnosb3yemele 0/ 8bideneHUs UHpopMayuu 8 mekcme

0O603HaueHmne

HasBaHue

KnaBuwa + Knasuwa

MeHto > MNogmeHo >

KomaHaa

Kopg,

OnucaHue

Ha3BaHwue anemeHTa MHTep¢e|7|ca. Hanpwvlep, 3aroJIoOBOK OKHa, Ha3BaHne
nona, KHOMNKW nian Knasuilin.

CoueTaHue knaBuLl. YTobbl MCNOB30BaTh COUYETaHNE KnaBuwl, cheagyer
Ha>kaTb NepBYyro KnaBuLy 1, HE OTNYCKaA €€, HaXaTb BTOPYHO KnaBuLly.

Nepapxunueckas nocnesoBaTeNbHOCTb 31€MeHTOB. Hanprmep, NyHKTbl MeHHo
WA pa3zenbl Ha NaHeau HaBurauuu.

Nms danna, nyts, dparmMeHT TekcToBOrO daiina (Koga) nav KomaHaa,
BbIMO/JIHAAEMAs U3 KOMaHZAHOM CTPOKM.
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O ViPNet SafeBoot

Obnactbto npumeHeHnsa ViPNet SafeBoot saBaseTca nocTpoeHne aBTOMaTU3UPOBAHHBIX CUCTEM,
npesHas3HayeHHbIX AN 06paboTkn MHPOPMaLMK OrpPaHUYEHHOro AOCTyNa, NyTeM obecneveHmns
[JOBEPEHHOW 3arpy3Kn onepaLMoHHON CUCTEMBI.

Ha3sHaueHre ViPNet SafeBoot

MporpammHbIi komnaekc ViPNet SafeBoot npegHasHaueH ans ngeHtndrkauum v ayTeHTUdunKaLmmn
nosb3oBaTeNel, pasrpaHMUeHns JOCTyna Ha OCHOBE POJIel, a TakKe OpraHu3aunm JOBEPEeHHOW 3arpysKku
onepaLyoHHOWN CUCTEMDbI.

ViPNet SafeBoot obecneurBaeT noBbiLEHNE YPOBHSA H€30MacHOCTU PaboTbl NyTeMm:
e aBTOpM3auuK Ha ypoBHe BIOS 0 3arpy3km OCHOBHbIX KOMMOHEHTOB OMepPaLMOHHON CUCTEMBI

e  KOHTPOASA LENOCTHOCTU Ha ypoBHe BIOS, 3awuiaemMbix KOMNOHEHTOB OMepPaLMOHHON CUCTEMbI U
annapaTtHoro obecneveHus.

o 6ﬂOKMpOBKI/I 3arpyskum HeLTaTHOM Konuu Ol'lepaLLVIOHHOIz CNCTEMbI.

CocTtas ViPNet SafeBoot

B coctaB ViPNet SafeBoot BxoaaT MoAy/v, peanusyoLme:
e pocTyn K 6aze AaHHbIX KOHOUrypauum nsgenus;
® YyTeHMVe M 3anNnCb KOHPUTYPaLMOHHbIX NapameTpoOB;
e YHKUMM 3anNnCK B XypHan COBbITUI A5 BCEX KOMMOHEHTOB CUCTEMbI;
® KOHTPOJIb LLENOCTHOCTM NapamMeTpoOB;

. VIHTequEI\/JIC ayTeHTI/IqJI/IKaLI,I/IVI nosb3oBaTeNda NO 3NEKTPOHHOMY I/I,D,EHTI/ICIDVIKaTOpy M Napoto.

CucteMHble TpeboBaHmA

TpeboBaHus K koMnbloTepaM ans yctaHoBku ViPNet SafeBoot:

e [lpoueccop — X86 COBMECTUMBIN C NOAAEPXKKOM pexuma x86-64 (AMD64/Intel64), uactoTta ot 500
My,

e CucteMHas niata — onpegensetcs ncnosHeHvem ViPNet SafeBoot, coBmecTnMocTbio €
ncnosibdyembiM npoueccopoM. BIOS naatel gosxeH cootsetcTBoBath cneundukaummn UEFI sBepcnn:
23.1,24;25; 2.6;

e BugeokapTa — gnCKpeTHas UK BCTPOEHHas;

e (Ob6beM onepaTMBHOM NamMsATM — He MeHee 1 [6anT;
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o XecTkuii Anck — 0bbEM AunCKa onpeenseTca TpeboBaHmaMY ycTaHoBAeHHON OC.

MexaHun3m 3awmtel BIOS (B wactm 3awmtel mukpocxembl BIOS oT nepesanuncun) noaaep>xusaertcs ana

ymnceToB Intel, nprBeaeHHbIX B Tabaunue Huxe. Mpu ncnonbsosaHum ViPNet SafeBoot Ha nnatdopmax ¢

APYrVMU YynnceTaMmn HeobxoanmMo obecneunTb HEBO3MOXHOCTb Nepe3anucy Mukpocxembl BIOS gpyrumum

CpeacTBaMK, eC/IN 3TO He BbINMOJHEHO MPOU3BOAUTENEM MIATGOPMBbI.

chipset vendor id
Intel B85 0x8086
Intel Lynx Point LP Premium 0x8086
Intel Bay Trail 0x8086
Intel C224 0x8086
Intel C60x/X79 0x8086
Intel C610/X99 (Wellsburg) 0x8086
Intel H87 0x8086
Intel H97 0x8086
Intel H170 0x8086
Intel B150 0x8086

KomnnekT mocTaBku

B komnnekT noctasku ViPNet SafeBoot BxoauT:

device id

0x8C50

0x9C43

0xOF1C

0x8C54

0x1D41

0x8D44

0x8C4A

0x8CC6

0xA144

0xA148

e [lporpammHbI Komnaekc «MporpaMMHbIn Mogyab goBepeHHO 3arpysku ViPNet SafeBoot»

®PKE.00180-01;

e  Qopmynsap;

e [lokymeHTauus B popmate PDF, B TOM uncne:

o «ViPNet SafeBoot. PykoBoACTBO agMUHUCTPATOPa» (AaHHbINA LOKYMEHT).

o «ViPNet SafeBoot. PykoBoACTBO nosib30BaTeNs».
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ObpaTtHad CBA3b

[lononHuTenbHasa MHGopmaLms

CBeseHus o npoayktax u peweHusax ViPNet, pacnpoctpaHeHHble BONPOCH! U Apyras noje3Has
MHPopmMaumns cobpaHbl Ha cainTe OAO «NHPoTeKC»:

Be6-noptan gokymeHntaumnm ViPNet http://docs.infotecs.ru.

OnwucaHune npogayktoB ViPNet http://www.infotecs.ru/products/line/.

Nudbopmaumsa o pewenusx ViPNet http://www.infotecs.ru/solutions/.

C6opHMK YacTo 3agaBaembix Bonpocos (FAQ) http://www.infotecs.ru/support/faq/.
®opym nonb3osatenen npogyktos ViPNet http://www.infotecs.ru/forum.

3akoHogaTenbHas 6a3a B coepe 3awmTsl nHGopmauum http://www.infotecs.ru/laws/.

KoHTakTHaa nHpopmauma

C Bonpocamu no ncnonb3osaHuto npogayktos ViPNet, noxenaHnamm nan npeanoxeHnNAaMm CBAXUTECh CO
cneunanuctamm OAO «NHPoTeKC». [ins pelleHns Bo3HMKarOWMxX Npobaem obpaTuTecs B Cayxby
TEXHNYECKOWN NOoAAEPXKKM.

TexHunueckas noaaep>ka ans nonbsosatenei npoaykros ViPNet: hotline@infotecs.ru.
®opma 3anpoca B cyxby TexHMUYeckon noaaep>kkn http://www.infotecs.ru/support/request/.

PeFMCTpaLI,VIFI NPOAYKTOB N KOHCY/NbTaLUK Mo TenquOHy Ana KINEHTOB, UMERLWNX paCLIJI/IpeHHbIIZ
YPOBEHb TEXHNYECKOTO CONMPOBOXAEHMNA!

8 (495) 737-6196,

8 (800) 250-0260 — becnnaTHbIN 3BOHOK M3 ftoboro pernoHa Poccum (kpome Mocksbl).

PacnpoctpaHeHne nHdopmaunm 06 yassumoctax npogyktos OAO «NHPoTeKC» peryampyetca
NONNTMKOMN OTBETCTBEHHOrO pa3rnalleHus http://infotecs.ru/products/disclosure.php. Ecau Bbl
0BHapy>Xunamn ya3BnMMoCTU B NPOAyKTax KOMNaHWKM, coobLute o HMX No agpecy security-
notifications@infotecs.ru.
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OcHoBHble Bo3mMoxHocTn ViPNet SafeBoot

OcHoBHble Bo3MoxHocTH ViPNet SafeBoot npeactaBaeHbl B Tabanue HUXe.

q)yHKLI.VIOHaﬂ bHaA BO3MO>XHOCTb

UpeHTudunkauma n ayreHTupumKauua nosibsoBaresei.
ObecneveHne naeHTUPMKaLMM 1 ayTeHTU UKALUM
3aperncTpupoBaHHbIx nosib3zoBatenein. Cnocobsl
ayTeHTMduKaLunm

[oBepeHHas 3arpy3ka onepauuoHHoi cucremsl. ViPNet
SafeBoot obecneunBaet 3arpy3Ky KOMMOHEHT OfepaLMoOHHON
CUCTEMBI TOJIBKO C OMpeAeNeHHbIX HOCUTENEN, Ha3HAaUYEeHHbIX
aAMVIHUCTPATOPOM, NPEeAOCTaBASET afMUHNCTPATOPY
BO3MOXHOCTb BblOpaTh PeXVM 3arpy3kv onepauuoHHON
cUcTeMbl

KoHTponb uenocrHoctu. ViPNet SafeBoot BbinosHseT
KOHTPO/Ib LIeNOCTHOCTN COHCTBEHHOTO MPOrPaMMHOro
obecneueHuns, obpaza BIOS n gpyrnx KOMNOHEHTOB

YnpaBneHve yuyeTHbIMU 3anncAMU nosb3oBatenei. ViPNet
SafeBoot nosBonseT co3paBaTth, peAakTMpoOBaTh U yAanaTb
yJeTHble 3anuncun nosib3oBaTeneit

YnpaBneHwe HacTpoiikamu ayTeHTUgpuKaumm. ViPNet
SafeBoot no3BosfeT 3afaTb HaCTPONKM ceccum
ayTeHTUmnKaLmm

YnpaBneHue ceptudukaramu. ViPNet SafeBoot nossonser
3arpy3vTb KOpHeBble cepTudUKaThbl U CMUCOK OT3bIBa
ceptndurkaTos

MpoBepka 1 ycTaHOBKa 06HOBAIEHUIA. ABTOMaTNYECKMI
nowvck daiina obHOBNEHMS U YCTaHOBKA OBHOBIEHWI
NMoCpPesCcTBOM MEHIO YNpaBieHWs HacTporikamu

SkcnopTt u umnopt Hactpoek ViPNet SafeBoot

BepeHue xypHana cobbITUii. Pernctpauus Bcex 3HauMMbIX
CcObBbITUIA 6e30MacHOCTU U AEACTBUI NOAb30OBaTeNS.

Ccbinka

NaeHTnourkauma n ayteHTnburkaumsa
nosib3oBatesnen Ha cTp. 13

YnpaBneHue napameTtpamu 3arpyskm OC Ha
cTp. 42

KoHTponb LlenocTHOCTK Ha cTp. 47

YnpasneHue yueTHbIMM 3anmcamu
nonb3oBaTtenelt Ha cTp. 59

YnpaBneHne HacTporikaMun ayTeHTUdMKaLmMm
Ha cTp. 34

YnpaeneHve ceptndukatamum Ha cTp. 83

O6HoBneHue ViPNet SafeBoot Ha cTp. 17

DKCMOPT HacTpoekK Ha cTp. 36

NmMnopT HacTpoek Ha cTp. 41

YnpaseHue xypHanom cobbiTuii Ha cTp. 90
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AeHTndMKaUMA 1 ayTeHTOMKALMA
No/sib30BatTenew

NaeHTndurkauma nonb3oBatenemn ocyLecTBAAETCA NO JOTUHY — UMEHWN NOAb30BaTenNs,
3apernctpupoaHHomy B ViPNet SafeBoot.

B ViPNet SafeBoot nonb3oBaTento MOXeT HbITb Ha3HaUEH OAMH U3 CefyHoLLMX CNocoboB
ayTeHTUduKaumm:

e [laponb;
e  DIeKTPOHHBbIV MAEHTUPUKATOP;

e CoueTaHune cNOCOBOB 3NEKTPOHHbIN NAEHTUDUKATOP U NapOb.

Maponb MoxeT cogepxaTb OoT 4 0 32 CMMBOJIOB A/ 0BbIYHOIo Nosb3oBaTensa 1 ot 8 go 32 Ans
agMUHWCTpaTOpa 1 ayantopa.

MpumeyaHne. Cpok AeWCTBUA NAPOas MOXET BbITb OrpaHUYEH.
Ecnn afMUHWCTpaTOP YCTaHOBUA OFpaHMUeHre Ha CPOK AeNCTBUSA Napos, TO Mo
MCTeYEeHMN 3a4aHHOrO Nepuosa BbIBOAWTCSA COOTBETCTBYHOLLLE COObLLEHME O
HeobXo4MMOCTN CMEHbI NMapoJs, Nosb3oBaTeNb HBAOKNPYETCA 4O CMEHbI MapOos.

DNeKTPOHHbIN naeHTUdGUKaTop nNpeactaBaseT cobon cneumansHoe USB ycTpoiicTBo, cogepkallee
NN4HbIA cepTndumkat nonbzosatens dopmata X.509, a TakKe 3aKPbITbIN KAHOY, COOTBETCTBYHOLLNIA
ny6aMYHOMY KAtOUy, coaepkallemycs B cepTudmkare.

B ViPNet SafeBoot nogaep>xmBatoTcs crefytoLLne aneKTpoHHble naeHTudukatopsl: PytokeH LM,
PytokeH 3LM 2.0, PytokeH Lite, JaCarta PKI (USB/SC), Guardant ID.

Ans goctyna K uHGopmMaLmm, cofep>kaLlernica Ha 3NeKTPOHHOM uaeHTudukaTope, Tpebyetcs Beectn PIN-
KoZ nosib3oBatess. Bce onepauun no reHepauum kKntoUel 1 3anpocoB Ha Bblgady cepTudurKaTos
ocyuectastoTcs npu nomotm ViPNet CSP (TOCT P 34.10-2001, FTOCT P 34.10-2012 (256/512)).

Mpoueaypa naeHTMdUKaLUM 1 ayTeHTUdMKALMM NpUBeseHa Ha cTp. 25.

/r\\ BHumaHme! MHoxecTBeHHble owmnbku npu BBoge PIN-koga MoryT npusectvt K
A camob10KNpOBKe 31EKTPOHHOTO UaeHTUdMKaTopa.
B atoMm cnyuae Tpebyetca pasbnokmposka cpegcreamu MO nocrasaseMoro ¢
3/1eKTPOHHbBIM NAEHTNHUKATOPOM.
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Poan nonb3oBaTenen

B ViPNet SafeBoot pelicTBytoT cresyrolime poan Noab3oBaTeNe:
e [lonb3oBaTensb;
e AamuHucTpaTop;
e AyauTop.
Ha zeictBus nosnb3oBaTeseil HakNaAblBarOTCA CAeAyroLLme OrpaHUYeHs:

e [losb30oBaTento Noc/ie yCnewHom ayTeHTUdnkaumm AoCTynHa 3arpy3ska onepaLmoHHOM CUcTeMbl UK
BO3MOXHOCTb U3MEHUTb CBOM Naposib B pexumMe HacTpoiiku ViPNet SafeBoot;

e AAMUHWCTPATOPY NPefOCTaBAAETCS MOJHBIA AOCTYMN KO BCEM MyHKTaM MEHIO pexnma HacTPOMKM
ViPNet SafeBoot, a Tak)xe BO3MOXHOCTb 3arpy3ku onepaLMoHHOM CUCTEMBI;

e Ayautopy npeAocTaBAseTca JOCTYN K MPOCMOTPY W BbIrpy3ke XypHana cobbitnii ViPNet SafeBoot,
BO3MOXHOCTb MEHATb CBOW Napo/b, BO3MOXHOCTb 3arpy3kv ornepaLnuoHHON CUCTEMBI.
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YCTaHOBKa, OOHOB/IEHME 1
vaaneHue ViPNet SafeBoot

YcraHoBka v yganeHue ViPNet SafeBoot 16

O6HoBneHue ViPNet SafeBoot 17
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YctaHoBka 1 yaaneHune ViPNet SafeBoot

MporpammMHbI komnaekc ViPNet SafeBoot nocrtaensetca B npeaycTaHOBAEHHOM BUge NN
yCTaHaB/MBAETCs CneunanbHO NOArOTOBAEHHbIMU CEPBUCHBIMUN UHXKEHEPaMU.

Mo Bonpocam yaaneHuns ViPNet SafeBoot Heobxoanmo ceszatbes co cneypnanmctamm OAO «NHPoTeKC»
NtobbiM cnocobom, NpuBeseHHbIM B pasgene O6paTtHasa cBa3sb Ha cTp. 10.
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O6bHoBaeHMe ViPNet SafeBoot

YTtobbl 3arpy3nts ob6HoBneHus ViPNet SafeBoot, BeinosHWTe creaytowne AencTBus:

1 Boligute B pexkuMm Hactpoek ViPNet SafeBoot (cM. «Bxoa B pexxum HacTpoliku ViPNet SafeBoot» Ha
ctp. 30).

BHuMaHwue! Bo Bpems o6HoBNeHMs Bce HacTpoliku ViPNet SafeBoot 6yayTt

yaaneHsl. lNepes HayanoMm OOBHOBNEHWS PEKOMEHAYETCS BbINOJHUTb
coxpaHeHwue HacTpoek Ha USB-HocuTene (CM. «3kcnopT HacTpoek» Ha CTp. 40).
Mocne 06HOBAEHUS PEKOMEHAYETCS BbINMOAHUTD UMNOPT HAaCTPOEK (CM. MmnopT
HacTpoek Ha cTp. 41)

2 [Moakntounte USB HakonuTens, cogepkawnin Gannbl 06HOBAEHUS.
3 B MeHIo pexurma HacTpoek BbibepnTe O6HOBAEHUA.
4 B oTKpbIBLIEMCS OKHe BblibepuTe MpoBepuTb HaNMUME O6HOBAEHUNA.

HauHeTtcs aBTOMaTMyecknin nomck Gpannos o6HOBAEHUS.

B cnyuae, ecan USB HakonuTenb He MOAK/IOYEH, MOABUTCA COOTBETCTBYtOLLEe coobLleHne. BctaBbTe
USB HakonuTtenb, cogepxalimii darinbl 0OGHOBAEHMWS, N HakMuUTe Nt0BYHO KnaBuLLy ans
NPOAOMKEHMS.

Mpw oTcyTcTBUMN GaitNnoB OBGHOBAEHWUN, NOABUTCA COODLLEHME O TOM, UTO OBHOBIEHNA He HalAeHbI.
Haxxmute ntobyto knaBuLwy ans NpoAoaxKeHUs paboTbl.

JoHoenenma Ha USB-ouckelax) He HamzeHw

HagMuTe modun KaaeMwy o009 NponomkeH|a

Pucyrok 1. CoobuweHue obHosneHue He HalideHo

Ecan USB HakonuTenb COAEPXUT yYCTapeBLLYO BEPCUIO, TO Ha 3KpaHe NosBuTca cooblueHme: «MakeTt
06HOBNEHNA HalAeH, HO ABASETCA YCTapeBLUMM (BEPCUA HMXeE TekyLel)». Haxmute ntobyto
KNaBuvLLY ANA NPOAOKEHUA paboThl.

[lakeT ofHOBNEHWA HaWaeH, Ho ABNARTCA UCTApeBwMM (BEpCMA HUWXE Tekuwen)

HagmuTe mobuo knaswuy ang np

PucyHok 2. CoobuweHue 06 ycmapesuieli sepcuu 0bHoeeHuUs

Ecan USB HakonuTenb copepXxut obHOBAEHWE AN APYrOv NAaTPOPMBbI, TO Ha IKpPaHe NOABUTCS
coobueHmne «MNakeT 0bHOBAEHNS HalAeH, HO AnA Apyron naatdopMbl». Haxmute nrobyro knaeBuLLy
ANS NPOAOJIXKEHUA PaboThI.
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[MakeT ofHOBNEHWA HaWOeH, HO ANA APUCOHM MNAaTeopMbl

HaxmuTe I"I}L'Jifllzlhj KNaeudd ana npoaomnkedHyis

PucyHok 3. CoobuweHue o He cosnadeHuu naamgopmel

5 OtkpoeTcs OKHO C yka3aHWeM Bepcun obHoBAeHMA. B oTKpbiBLUEMCS OKHe BbibpaTb O6HOBUTL
ViPNet SafeBoot.

1,1,<{Enter>: Bubparc snemert  <Esc>:

PucyHok 4. Bbibop HalideHHoU 8epcuu 06Ho81eHUS

6 [loABuTCA cooblieHre o0 NoATBEPXAEHUN 06HoBAeHMA. HaxxmuTe Enter.

Bel ueepeHsl, uTo HukHo obHoBuTe UiPNet SafeBoot?

Haxmute Enter ana npopomkerHun
Haxmute Esc ona oTMeHbl

PucyHok 5. lNodmeepxxdeHue obHoseHUsA

/‘\ BHumaHue! Bo Bpemsi 0O6HOBAEHWS He NbITaTeCh BbIKAOUWNTb MUTaHNE WK

A nepe3sarpysnTb KOMMbHOTEP, 3TO MOXET BbIBECTW ero u3 cTpos. Mpwu
OBHOB/IEHUN PEKOMEHAYETCA MOAKAOUNTE KOMMbIOTEP K UCTOUHUKY
6ecnepeboiHOro NUTaHMA.
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7 Bo BpeMs 06HOB/EHWs Ha 3KpaHe NosBATCA COObLLeHNs 0 BepudukaLnm 1 yCTaHOBKE NakeTa
obHOBAEHUS:

Bepuoukauma naketa oOHOENEHMA

MoganuecTa, NoookiMTe. ..

PucyHok 6. CoobuweHue o sepugpukayuu nakema obHo8eHUs

B ciyuae owmbke npu Bepndukauum naketa byaet BblJaHO COOBLLEHME:

Owubka BEpUBUKAELMM NaKeTa O0DHOBMEHWUH
HagMuTe nodun Knaeuwy and NpoaomkeHUs

Pucyrok 7. CoobueHue 06 owubke sepugukayuu nakema obHoseHUA

8 B xoge ycTaHOBKM 0BHOBAEHUA ByAeT BblaHO cnegytollee coobuieHmne

HecTaHoBKa NakeTa oDHOBEHMA
MokanuucTa, MOLOKOWMTE. . .

PucyHok 8. CoobuwjeHue 06 ycmaHogke nakema ob6Ho8/1eHUs

NPV HaXOXAEHWN HECKO/IbKMX pa3genos ¢ pabounm katanorom «EFN\Infotecs» 6yaert BbigaHo
coobuleHue:

Owubka obHoeneHua UiPNet SafeBoot

HasmuTe Kragud ana nNpoaormkeHuA

PucyHok 9. CoobujeHue 06 owubke npu ycmaHoeke 0b6Ho8/1eHUs

9 [lo OKOHYaHMM yCTaHOBKM NakeTa obHOBAeHMs OyAeT BbINOAHEHA Nepe3arpyska. B xxypHane
CobbITNI NOABUTCA cOObLLEHNE 06 YCTaHOBNEHHOM OBHOBAEHUM.
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Hayano paboThbl

MepBbIN 3anyck 21

3anyck 1 3aBepLueHne paboTbl 25
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[lepBbIn 3amyck

3anyck ViPNet SafeBoot ocywiecTBaseTca aBToMaTM4eCky Npu BKJIKOYEHUN KOMMbOTEPa, Ha KOTOPOM OH

YCTaHOBJIEH.

Mopasok AeNCTBMI NPU NepBOM 3amnycke CeayroLniA:

1 Tpun nosBAEHUW NpUrAaLLEHUs BBECTU MM NOJb30BaTesNs, BBeauTe AorvH Administrator.

i ViPNet SafeBoot

E CHCTEMLU

BeeomTE WMA nor

(na BblKMMUEHKA CMCTeMel HakMuTe Esc

Pucyrok 10. Hauano aymeHmugukayuu (8800 umeHuU nosb308ames)

2 [lpu noaBaeHWW npuraalleHns BBECTM Napob, BBeauTe naponb 12345678.
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B ViPNet SafeBoot

E CHMCTEMU

Beeoute naponb:

na cMeHs nNonk Tenda HagmuTe Esc

PucyHok 11. lNpuenaweHue ssecmu naposie

3 Tllocne ycnewHol ayteHTudmKaumnm 6yaeT BolgaHo creaytoliee coobueHue:

WMo HACTPOMTE:
MapaMaTpel 3arpu:

Mapone AOMWMHWCT P

HagMuTe modun kKnasdwy ond npo

PucyHok 12. CoobujeHue o Heobxo0umbix Hacmpolikax npu Nepeom 8K/HeHUU
4 Haxmwute ntobyro knaBuLy.

Otkpoetca MeHto HacTpoek ViPNet SafeBoot:
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UiPNet SafeBoot

KoHTporb uenocTHoCTH
NonbaoBartenu

XupHan cobbiTun
KopHeBbie CepTHOUKATDI
0bHoBeHWA

lpyrue Hac TPOWKU

llepe3arpuanTb CHCTEMY
BokriuuTe cUcTeHy

HHoOpHauUWa o nNpoaukTe

T,1,<Enter>: Bubpate anemeHT <Esc>: Buxon u3 pessMa HacTpoek

PucyHok 13. MeHto pexxuma Hacmpoek ViPNet SafeBoot
5 B meHto pexuma Hactpoek Bbibepute Monb3oBatenwm.
6 B oTKpbIBLIEMCA OKHE BblbepuTe M3 Crincka TekyLwmx nonab3oBatenein — Administrator.

7 B okHe HacTpoiikn nonb3oBartens sbibeprte M3meHUTb Naposib.

Coser. PEKOMeHAyeTCH YCTaHOBUTb CNOXHbIN naposb, akTBMpOBaB ONunto «CNIOXHbIN
napoJib». CNoxkHbIN napoJib A0/KEH COOTBETCTBOBATb CIEAYHOLLIM KPUTEPUAM!

. A/INHa Napoad He MeHee 8 cMmBONIOB;

. MWHVMYM OAVH 6yKBeHHbII‘/JI CMMBOJ1 B BEPXHEM PETUCTPE;
L] MWHVMYM OAUH 6yKBeHHbII\/’I CMMBOJ1 B HXKHEM perncrpe;
L] MWH/MYM OAUH CNeLCnMBON;

®  MWHUMYM OAUH LMPPOBOI CUMBOJI.
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MpumeuaHne. CrnieLicMMBOAMM CUMTAIOTCA BCe NeYaTHble CMMBOJbI 6a30BOW TabauLbl
|1| ASCII (0-127), He aBnsarowmecs undpamm n byksamm natmHckoro andasuta:

! " # $ % & ' ( ) *
+ * - . / : ; < = > ?
@ | [ |\ ][] A ' 1y~

HHCTPOHKH NnoMnb306aTend

HMa nonb3osaTtena <{Administrator>

Ponb <agHUHUC TpaTOP>
Cnocob ayTeH THOMKALWM

H3HeHUTE naponk

HuHuHanbHaa anuHa napona

MakcuHanbHag anuHa napona

Cnoxtbii naponb

OrpaHHunTs CPoK AencTBUA Napond

Cpok newicTBua napona (aHeRr)

llaponb nencteyeT go: 2017-09-12 01:06:27

CoxpaHWTb Hac TPOWKU

1,1, <Enter>: Bubpate anement <Esck: Hasan

PucyHok 14. MeHro Hacmpoek nojsis308amens

8 CoxpaHwuTe HaCTPOWKK, BbIOpaB COOTBETCTBYHOLLMIA MYHKT MEHHO.

[JoxanTeck NosBAEHUSA ClefytoLLelt Haanucu:

HﬂCTpOﬂKH NoNb30BaTend COXpaHeHb

Hasrute nwbyw KnaBuuy and npogonxeHHd

9 Haxmwute ntobyto knasuLy.

10 [ns BbixOja B OCHOBHOE MEHH ABaXAbl HaxxmumTe Esc.
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3amnyck 1 3aBepLueHme paboThbl

3anyck ViPNet SafeBoot ocyLuecTBaseTcs aBToMaTMyeCcKy NP BKAKOUYEHUM KOMMbIOTEPa, Ha KOTOPOM OH
YCTaHOBJIEH, A0 3arpy3Kun OnepaLMoHHON CUCTEMbI.

[ns Hauana 3arpysky onepaumoHHON CUCTEMbI UM BXOAa B pexxum HacTpoikn ViPNet SafeBoot (cm.
«Bxog, B pexxum Hactpoiku ViPNet SafeBoot» Ha cTp. 30), HEO6XOAMMO BbINOAHWUTL NPOLLEAYPY
naeHTMOUKaLUM 1 ayTeHTUPUKALMKN (CM. HUXKE).

/‘\g BHumaHwue! Owmnbkn npu ayTeHTUdMKaLMM MOTyT NPUBECTU K BNOKMpPOBKE
cncTemsl.

[Monb3oBatens, I'IpEBbICVIBLIJI/Il‘/II YyCTaHOBJIEHHOE agMUHUNCTPATOPOM KOJINYECTBO
HeyAa4HbIX NOMbITOK ayTeHTVIq)I/IKaLI,I/II/I, 6.I'IOKI/IpyeTCFI.

3aBepLueHune pabotbl ViPNet SafeBoot ocyluectBasieTcs npm 3anycke onepaLyMoHHON CUCTeMbl B0
OTKJIFOYEHNWN MUTAHUA KOMMbIOTEPA.
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AyTeHTUOKMKALMA MO NapOHO

[ns BbINOJHEHUS ayTeHTUOMKALMM MO MapOJIto, BbINOJHUTE CleAyoLMe AeCTBUSA:

1 |_|pl/l noABJIEHUN MNMpuUrnalieHna BBeCT MMA Nnoab3oBaTesid, BBeAUTE JOTUH N HaXXMuUTe Enter.

E CHCTEMLU

BEeowTe WMa non aTerH:

(na BblKMMUEHKA CMCTeMel HakMuTe Esc

PucyHok 15. Hauano aymeHmugpukayuu (8800 umeHuU nosb3osames)

2 an noAaBJeHUN NpurnaweHna BBeCtn naposib, BBEAUTE NapOab N HAXMUTE Enter.
B CHMCTEmy

Beegute na

1A cMeHd none3oBaTend HaxmuTe Esc

PucyHok 16. lNpuenaweHue ssecmu naposio
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AyTeHTUOUKALUMSA MO INEKTPOHHOMY MAEHTMDUKATOPY

[N BBINOJIHEHWS ayTEHTUOUKALLMM MO INEKTPOHHOMY MAEHTUMKATOPY, BBINOJIHNUTE Ciegytolme

JencTeus:
1 BcTaBbTe 3NEKTPOHHbBI MAeHTUMKATOP.

2 |_|pl/l noABJIEHUN NMpuUrnaieHna BBeCTn MM noJsib3oBartesid, BBe€ANTE JIOTUH, Bbl,ﬂ,aHHbIIz
AAMUHNCTPATOPOM U HaXXMuUTe Enter.

Bxog B cucTemy

BeeguTe MMa no

(19 EIKMYEHWA CHCTEME HakmuTe Esc

PucyHok 17. Hauano aymeHnmucgpukayuu (8800 umeHU nosib3os8ameis)

3 [pu nossaeHun npurnawenusa seectn PIN-kog, Beegute PIN-KoOg 3/1€KTPOHHOrO naeHtupukaropa u

HaxmuTe Enter.
Bxon B cucTemu

Beeaute PIN:

[na cMeHsl nonb3oeaTens HaxmuTe Esc

PucyHok 18. MNpuanaweHue ssecmu PIN-ko0
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AyTeHTUdUKaLMSA MO INEKTPOHHOMY MAEHTUDUKATOPY M
Mapoo

[N BBINOJHEHWS ayTEHTUPUKALLMM MO INEKTPOHHOMY UAEHTUDUKATOPY, BEINMOJAHNUTE Clegytollme
JencTeus:

1 BcTaBbTe 3NeKTPOHHBIA MAEHTUMKATOP.

2 |_|pl/l noABJIEHUN NMpurnalleHna BBeCTn MMA NnoJsib3oBaTesid, BBeAnTe NOrnH, BbIAaHHbII‘/’I
AAMUHNCTPATOPOM U HaXMuUTe Enter.

E CHMCTEMU

BEegMTE MMA Nonb30oBaTENA:

(19 EIKMYEHWA CHCTEME HakmuTe Esc

PucyHok 19. Hayano aymeHmudgpukayuu (8800 umMeHU nosib3osameris)

3 Mpw noasneHun npurnawenusa seectn PIN-koa, BBegnTe PIN-Kkog 31ekTpoHHOro naeHtudurkatopa u
HaxxmuTe Enter.

Bxog B cucTeMmy

Beeaute PIN:

[na cMeHsl nonb3oeaTens HaxmuTe Esc

Pucyrok 20. lNpuenawerue sgecmu PIN-ko0

4 I'Ipm noABJIEHNU MpuUrialleHna BBECTU MapoOJib, BBEAUTE NaApPOJib N HAXXMUTE Enter.
E CHCTEMU

EBeeouTe naponk:

na cMeHsl nonksosaTend HaxmMuTe Esc

PucyHok 21. lNpuanaweHue seecmu naposie
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Pexxnm Hactpomkm ViPNet
SafeBoot

Bxogz B pexxum Hactporikm ViPNet SafeBoot

VHTepdeiic pexxnma HacTpomKkm
OrpaHunyeHne ceccum ayTeHTUdMKaLmMm
ABTOMaTUUECKUIA BXOZ, B CUCTEMY
3awwnTa BIOS

Bxog B BIOS Setup

DKCMOPT HacTpoek

MMnopT HacTpoek

30
32
34
36
38
39
40
41
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Bxoa B pexumm HacTpomnkm ViPNet
SafeBoot

B ViPNet SafeBoot noaHbIn focTyn K QYHKLMAM pexxrMa HacTPOMKM UMEET TOJIbKO AAMUHUCTPATOP.
AyAVTOpY NPesoCTaBASETCA JOCTYN TONbKO K YNpaBeHNIO XXYPHaNOM COBbITUIA U cMeHe COBCTBEHHOTO
naposs. Monb3oBaTento B pexxume HacTporiku ViPNet SafeBoot gocTynHa ToNbko GyHKLMA CMEHBI
COBCTBEHHOrO NapoAs.

UYT06bl BONTU B PEXUM HACTPOMKM, BbIMOJHUTE CleAyoLLme AelCTBUS:
1 Bkatounte nam nepesarpysnte KOMMboTep.
2 BbinonHuTe npoueaypy ayTeHTMdUKaLMKM (CM. 3anyck 1 3aBepLueHne paboTbl Ha cTp. 25).

Mocne ycnewHon ayTeHTUdMKaLUM B HUXKHEN YacTy 3KpaHa NOSBUTCA HAZMNCh:

Hamtute [F2] nna Bxona B pesuM Hac TPOHKH

/’\\g BHumanwue! Ecnn He HaxaTb [F2] B TeueHne 3 cekyHJ, TO HaYHeTCs 3arpyska
onepaLyoHHON CUCTEMBI.

3 Haxmwute F2.

OTKpoeTcs OCHOBHOE MeHH0 pexxnmMa HacTpoek ViPNet SafeBoot.

ViPNet SafeBoot. PykoBoacTBO agMunuctpatopa | 30



UiPNet SafeBoot

KoHTporb wenocTHOCTH
lonb3oBaTenu

fyphan cobbiTui
KopHeBbie CepTHOMKATDI
0BHoBeHWa

lpyrue HacTporku

HQDQBGFDQSHTb CHCTeHY
BoiknunTs CHCTEHY

HHbopHALKA ¢ NpoaukTe

T,1.<Enter>: Bubpatb anement <Esc>: Beixon M3 pesmuMa Hactpoek

PucyHok 22. Bud meHro pexkuma Hacmpoek ViPNet SafeBoot 015 AOMuHUCmpamopa

UiPNet SafeBoot

fupnan cobuitun

I'Iepeaarpgamb CHCTeHY
BoikniuuTh cUcTeny

HHbopHauKa o npoaukTe

T,1.<Enter>: Bubpatbe anemeHt <Esc>: Bbixoa W3 pesmMa HacTpoek

PucyHok 23. Bud meHro pexkuma Hacmpoek ViPNet SafeBoot 0as Ayoumopa
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VIHTep®EenC pexmma HaCTpOVKM

VHTepdenc pexmrmMa HacTpOrKK npeactaBaseT coboi cnncok pyHKUMA ana ynpasaeHns ViPNet
SafeBoot. MNepemMeLlleHre MO MyHKTAM CMUCcKa 1 BbIGOP HEOBXOAMMOTO 3NEMEHTA OCYLLECTBASETCA
KNaBuLaMKN KiaBUaTypbl:

e CTpesikn BBEPX W BHU3 — NepeMeLLeHne BBEPX Y BHU3 MO MyHKTaM MEHHO;
e Enter — BbIbpaTh 31€MeHT;

. Esc - BbIXo4 C TeKyLLI,eI;I BKJ1agKu naun 13 pexxnma HaCTpOl‘/‘IKI/I, B C/lydae HaXaTtunA Esc B OCHOBHOM
MEHHO.

Bbibop anemeHTa ynpaeneHus MapamMeTpbl 3arpy3ky onepaLuoHHONA CUCTEMbI MO3BOJISET:
e 33jaTtb pexum 3arpyskm OC:
o Legacy (pexum coBmectumoctu) nnm UEFI;
e BblbpaTb 3arpy3o4Hoe yCcTpomncTBo (B pexxmme Legacy);

e BblbpaTb 3arpy3ouHbili pasgen (ESP) n 3arpy3unk onepauymoHHon cuctemsl (B pexxume UEFI).

Bbibop 3nemeHTa ynpasneHns KOHTpo/b LLe/1I0CTHOCTU NO3BOJISET:

e BblbpaTb KOHTPOANPYEMbIE ODBEKTDI:
o ¢alinbl Ha pasgenax HakonuTens;
o CMOS, PCl, ACPI, SMBIOS, kapTa namaTu;
o BIOS;
o 3arpy3oudHble cekTopa BbibpaHHoro ancka (MBR);
o XypHanbl TpaH3akumi darnobix cuctem NTFS, EXT3, EXT4.

e  BbINOJIHUTb NPUHYANTENBHYIO MPOBEPKY LLeJIOCTHOCTN KOHTPOMPYEMbIX OOBEKTOB;

®  BbINMOJHUTL NEpepacyeT 3TaJIOHOB BCEX 06bEeKTOB.

Bbl60p 3/1eMeHTa ynpasaeHunsa Monb3oBarenm noseosser npocMaTpumBaTh, PeaakTnpoBaTh, yaanATb U
CO34aBaTb HOBbIE€ YYETHbIE 3anncu nonb3oBaTesnen.

Bbibop anemeHTa ynpaBaeHus YXKypHan cobbIThiA MO3BOASET NPOCMATPUBATL M BbIFPY>KaTb 3anmcu
XypHana cobbITUil, BbIBUPATbL PEXUM XYPHANNPOBaHWs U YPOBEHb PErMCTPaLMn COBBLITUIN.

Bbibop anemeHTa ynpaeneHvs KopHeBble cepTuduKaTbl OCyLLECTBASET YCTAHOBKY W yAaneHune
KOpHeBbIX cepTMdUKATOB AOBEPEHHOrO LeHTpa cepTudurkaLmm, a Takke yCTaHOBKY, yaaneHue n
0bHOB/IEHMe crncka OTO3BaHHbIX cepTudmkatos (CRL).

Bbibop anemeHTa ynpasneHns O6HOBAEGHUA OTKPbIBAaET MEHIO A1 3anycka aBTOMaTMUYeCckoro nomcka u
yCTaHOBKM (aliioB 0OHOBNEHUA C MOAKNOUYEHHOIO HaKOMUTENS.
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Bbibop anemeHTa ynpaeneHuns fipyrme HacTpoMKu No3BOSET:

® OrpaHn4ynTb BpeEMA Cceccuun ayTeHTI/ICI)I/IKaLI,I/II/I Ha BBOJ ayTeHTVIq)I/IKaLI,I/IOHHbIX AaHHDbIX]

ycTaHoBUWTb 3awmTy BIOS ot nepesanucn ns OC;

pa3peLmnTb Of4HOKpPaTHbIN Bxoa B BIOS Setup;

e 3KCMOpTMpOBaTb HaCTpOIZKI/I,'

NMMOPTUPOBATb HAaCTPOWNKMY;

® HacCTpoOuUTb aBTOMaTMYeCcKuni BXOA4 B CUCTEMY.

Bbibop anemeHTa ynpasneHus Mepesarpy3autb cucremMy OoCyLLECTBASET HEMEANEHHYIO Mepe3arpy3Ky
CUCTEMBI.

Bbibop anemeHTa ynpaBaeHus BeIKAOUUTD CUCTEMY OCYLLIECTBASET HEMEAJIEHHOE BbIK/IHOUEHNE
CUCTEMBI.

Beibop anemeHTa ynpaeneHs UHdpopmaLma o npoayKre oTKpbiBaeT OKHO, cojepikaliee nHbopmaLmio
o Bepcum u anueH3un ViPNet SafeBoot.
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OrpaHnYeHmne ceccnm ayTeHTUOMKaLIMm

Onuus «OrpaHnyeHne ceccum ayTeHTUdMKaLMm» orpaHnYMBaeT Bpems Ans ayTeHTuduKaumm
nosb3oBaTens. [10 OKOHYaHWW yCTaHOBAEHHOrO AAMUHWUCTPATOPOM BPEMEHW Ha ayTeHTUdUKaLmLo,
cucTemMa BbIKJTOYNTCA.

Bpems f0 OKOHYaHUA ceccun ayTeHTUdMKaL MM oTobpaxaeTca B cTpoke Bpemsa ceccum
ayTeHTUPuKaummn. OTcHeT BpeMeHn BegeTcsa B 06paTHOM Nnopsake.

N1 B CUCTEMU

Beeaute PIN:

Bpema ceccuu auTeHTuoMKaumM: 33cC
flna cMensl nonb3osaTena HaxmuTe Esc

Mpoueaypa ayTeHTUGMKALMKN BbINOAHAETCS B YCTaHOBJIEHHOM nopsgke (cM. 3anyck v 3aBepLueHne
paboTbl Ha cTp. 25). Ecn nonb3oBaTesib He yCreeT BBECTV CBOM YUYETHbIE aHHble JO NCTeYeHUs
YCTaHOBJIEHHOTO BPEMeHW, NMOABUTCA CeAytolliee COObLLEeHNME:

BD@HQ CeCCHM ayTeHTHOHKAUMH MCTeKNO

CucteHa BymeT BbKnMueHa uepez Sc
Hasrute nwbyw KnaBuuy and npogonxeHHd

BkstoueHmne n otkaroyeHme onuumn «OrpaHnyeHne ceccum ayTeHTMdurKaLmm» BbINMOIHAETCS
AZMUHUCTpaTopoM B pexume HacTporikn ViPNet SafeBoot. Mo ymonyaHuio 3Ta onuus oTkIOYEHa.

UTobbI OorpaHn4YnTb Bpema ceccnn ayTeHTMCI)MKaLI,MM, BbINOAHUTE Caeayrouine p,eﬁcmvm:

1 Bowngute B pexxuM HacTpoek ViPNet SafeBoot (cm. «Bxog B pexxum Hactpolikn ViPNet SafeBoot» Ha
cTp. 30).

2 B MeHIo pexurMa HacTpoek BbibepuTe Jpyrne HacTpomku.
3 B oTkpbiBLIEMCA OKHe yCTaHOoBUTe daaxxok OrpaHMueHmne ceccum ayteHTUGUKaLuun.

MossuTcsa cTpoka Bpemsa ceccum ayteHTUdMKaLMK, cofepiKallias 3HaveHne <60> — Bpems
ayTEHTUOUKALMM MO YMOSYAHUIO.

4 B ctpoke Bpems ceccum ayTeHTUDUKaLmMK yCTaHOBUTE BpeMs U3 Ananas3oHa oT 15 go 180 cekyHa.
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(purue HacTp
OrpaHiueHWe AUTEHT WD MK AL WM [x1
Bpema THBWK LM <60>
[1]
[1]

B CMCTEMY

JauwmTa BIOS

PazpewnTe onHOKPATHEIGH g BIDS Setup [ 1

JKCNOpT HAcTpORK
MMNopT HacTpoek

BeenuTe

T.4,<Enter>: Buibpa

PucyHok 24. Beod 3Ha4eHus 8peMeHU ceccuu aymeHmugukayuu

5 [nsa Bbixoga B OCHOBHOE MeHHO HaxxmuTe Esc.
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ABTOMATLUUYECKMI BXO/ B CUCTEMY

HacTpoeHHbI aBTOMaTUUECKUIA BXOZ, B CUCTEMY OBecrneunBaeT aBTOMaTUYECKyHO 3arpysKy
OMnepaLoHHON CUCTEMbI Yepes YCTaHOB/IEHHbIV NMPOMEXYTOK BPeMeHMN 6e3 ayTeHTUdMKaLmm
noJsb3oBaTens.

Bpems f0 aBTOMaTM4YeCKOW 3arpy3Kmn onepaLMoHHON CUCTEMbI OTOBpaXkaeTcs B CTpOKe
ABTOMaTMUeCcKUii Bxog B cuctemy uepes. OTCUET BPEMEHN BeAETCA B 06paTHOM Nnopsigke.

Bxon B cucTemy

Beeaute uMa nonb3oBaTena:

ABTOMATUUSCKHA BX0N B CHCTeMy ueped 10c
flna BbiKMuEeHUA cUCTeHb HaxmMuTe Esc

[ns ocTaHOBKM OTCYeTa BPeMEHM 0 aBTOMATMY€eCKOro BXoAa, HaxxMuTe ntobyto knasumuy. Mpoueaypa
ayTeHTUPUKaL MM BbIMNOAHAETCA B yCTaHOBJIEHHOM nopsazke (CM. 3anyck v 3aBepLueHne paboTbl Ha
cTp. 25).

HacTpolika aBTOMaTMuyecKoro BXxoZa B CUCTEMY BbIMOJHAETCS AGMUHUCTPATOPOM B PeXUME HacTPOIKM
ViPNet SafeBoot.

,ﬂ'flﬂ YCTaHOBKW aBTOMaTU4eCKoro BxoZa B CUCTEMY BbINOAHUTE Caegyrouine AEI\/’ICTBI/IFIZ

1 Bonaute B pexxum HacTpoek ViPNet SafeBoot (cMm. «Bxog B pexxum HacTpoinkm ViPNet SafeBoot» Ha
cTp. 30).

2 B meHo pexurmMa HacTpoek BbibepuTe [ipyrne HacTPOKM.
3 B oTKpbIBLIEMCA OKHe ycTaHOBUTE Gaaok ABTOMaTUUECKUiA BXOJ, B CUCTEMY.

4 B nosBuBLUENCA CTpoke BPEMH AO aBTOMaTUUHeCKOro Bxoaa yCTaHOBUTE HY>KHOE BPEMA, Ha>KaB
Enter, nan octaBbTe 3Ha4veHne No YMONYaHuIO.
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llpyrue HacTpoRku
OrpaHuueHUe COCCUM AU TEH THOWKALMUU
ABTOMATHUECKHH BX0N0 B CHCTEMY
Bpena no aBToMaTMYecKoro BXoda
Jauura BIODS

Paspeumts onHokpaTtHei Bxoa 8 BIOS Setup [

JKCNOpT HacTpoek
HunopT HacTpoek

Beeaute 3HaueHue:

1.4,<Enter>: Bubpate anement <Esc>: Hazan

PucyHok 25. Beod 3HayeHuUs spemeHU 0o asmomamuyeckozo 8xoda 8 cucmemy

5 [lna Bbixoga B OCHOBHOe MeHo HaxxmuTte Esc.
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3awmta BIOS

®yHkums 3awmTtbl BIOS obecneumnaet 3awmty BIOS ot nepesanuncu n ot nameHeHui EFl-nepemeHHbIx. B
MMA3 npesycMOTpeH JONOAHUTENBHBIA PEXUM 3aLLUTbI NPU BbIXOAE M3 CAALLEro pexuma.

Y106kl ycTaHOBUTL GYHKLMIO 3awmTbl BIOS, BbINOAHUTE caeaytoLine AeACTBUS:

1 Boligute B pexkum HacTpoek ViPNet SafeBoot (cM. «Bxoa B pexxum HacTporiku ViPNet SafeBoot» Ha

ctp. 30).

2 B MeHIo pexurMa HacTpoek BbibepuTe [ pyrne HacTpomiku.

3 B oTkpbiBWIEMCA OKHe ycTaHoBUTe dnaxok 3awumTta BIOS.

OrpaHWueHME CECCMM AUTEHTHMEMKALKWM
AETOMATHUUECKMIA 0 B CWCTEMU

Jawqta BIOS
JawuTa 53 bootscript

Pazpewute ooHokpaTHeW Bxon & BIOS Setup

PucyHok 26. MeHro [lpyeue Hacmpoulku

1,1, <Enter>: Bubpart snement <Esc>: H

purke HacTpoWKK

[]

4 [ina yctaHoBku dyHKUMM 3awwmTel BIOS npu Bbixoge 13 cnNALEero pexmnma, yctaHosuTe daaxok

3awura S3 Boot Script.

5 [nsa BbiIxoga B OCHOBHOE MeHH HaxxmuTe Esc.
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Bxoa B BIOS Setup

ViPNet SafeBoot 6a0knpyet Bxoa B BIOS Setup A5 MCKAFOUEHUSA 3arpy3KN HELUTAaTHOW OMepauoHHON
CUCTEMBI M UBMEHEHWS NapaMeTpoB KOHbUrypaumm.

A1 opHOKpaTHOro Bxoza B BIOS Setup BbiNoAHWTE clegytowne AercTeus:

1 Boligute B pexkum HacTpoek ViPNet SafeBoot (cM. «Bxoa B pexxum HacTporiku ViPNet SafeBoot» Ha
ctp. 30).

2 B MeHIo pexurMa HacTpoek BbibepuTe Jpyrne HacTpomiku.
3 B oTKpbIBLUEMCA OKHE yCTaHOBUTe Ppaaxkok Paspewwnntb ogHoKpaTHbIW Bxoa B BIOS Setup.

MosBuTCA coobLyeHne 0 HeObXOAMMOCTM Nepe3arpy3nTb CUCTEMY:

NepesarpysuTte cuctery ana exona B pesdn BIOS Setup

Hasriite nnbunw KnaBuiy 4nd NpoaomeHHa

4 Haxmute ntobyto knasuLLy, 3atem Esc 4ns BbIxoa B OCHOBHOE MEHIO peXKMMa HacTPOMKM.
5 B MeHIo pexunmMa HacTpoiiky BbibepuTe Mepesarpysutb cucremy.

Mocne nepesarpysku ByaeT JOCTYNHO MeHto HacTpoek BIOS.
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JKCMOPT HACTPOEK

DKCMOPT HaCTPOEK OCYLLECTBASETCA Ha NepPBbIA HanaeHHbIM USB-Hakonutenb B pUKCUPOBaHHLIN dainn
itsbdb.bin (B kopeHb pa3zena), Takxe Ha gncke nossasetcs pann ¢ noanuceto itsbdb.sig.

JKCNopTMpYHOTCS (M1 Aanee MOryT ObiTb MMMOPTUPOBAHbI) CleAyHoLWMe HaCTPOMKN:
o Ob6Lme HaCTPOKKK:
o [MapameTpbl 3arpy3kun onepauoHHOW CUCTEMBI;
o Hactpovikn npouesypbl BXxoAa B CUCTEMY;
o 3HaueHwue pexxmma 3awmtbl BIOS.
e [losb30BaTeNn 1 X HACTPOMKMY;
e KopHeBbie cepTudmkaThl;

e [lapameTpbl KOHTPOAA LENOCTHOCTM, CMIUCKM KOHTPOIMPYEMBIX 31EMEHTOB 1 COOTBETCTBYHOLLMNE
KOHTPOJIbHblE CYMMbI (B C/ly4Yae ec/iv B HacTpolikax KOHTPO/IA LLeNOCTHOCTM 3HaUeH e napameTpa —
«B 6aze AaHHbIX», B MPOTUBHOM C/ly4ae COOTBETCTBYIOLME NapaMeTpbl MOXHO
3KCMOPTUPOBAaTL/MMMOPTUPOBATb BPYUHYHO, KOMMPYSA COOTBETCTBYIOWME daliibl — CM. OnncaHue
«XpaHeHVe 3TaNIOHOB» Ha CTP. 58 Npu 3HaYEHUM «Ha ANCKE»).

YT106bl 3KCNOPTMPOBATL HACTPOWKM, BbINOJHUTE CleAytoLme AeACTBUS:
1 BcraBbTe USB-HakonuTesb B COOTBETCTBYHOLLMIA pa3beM.

2 Boigute B pexkum Hactpoiikn ViPNet SafeBoot (cm. «Bxog B pexkxum Hactpoiikn ViPNet SafeBoot» Ha
cTp. 30).

3 B MeHIo pexumMa HacTpoek BblbepuTe [ pyrve HacTpoukm.
4 B OTKpbIBLUIEMCS OKHe BbIbepHTE DKCNOPT HAaCTPOEK.

Mocne 3aBepLUEHUs IKCMOPTa NOABUTCA Cleytollee cOobLLeHMe:

HacTpokiki 3kcnopTHpOBaHb!

Hasmure I"II[fIUII] knagdily nnd npoaomyeHuaq
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VIMIOPT HacTpoek

Y106l MMNOPTUPOBATL HAaCTPOMKM, BBINMONHUTE CefytoLLne AeACTBUSA:
1 BcraBbre USB-Hakonutenb, cogepxalmi darin Hactpoek itsbdb.bin, B cooTBetcTBYIOWMI pazbem.

2 Boligute B pexkum Hactpoiikn ViPNet SafeBoot (cm. «Bxog B pexxum Hactpoikn ViPNet SafeBoot» Ha
cTp. 30).

3 B MeHI0 pexxunma HacTpoek Bbibepute [ipyrue HacTpouKu.
4 B oTkpbIBLUEMCA OKHE BbibepnTe MMnopT HacTpoek.

MoABUTCA OKHO C NpeaynpexXaeHnem:

UBEpeHb, UTO HUKHO WHMMOPTHPOBAaTh HACTDOHKHY

Hasmute Enter gna uxnopTtupoBaHWa
Hastute Esc ana otHeHs

5 Haxmute Enter.

Mocne ycnewHoro MMnopTa HacTPoeK NosiBUTCA coobLueHne 0 HeOBXOANMOCTY Nepe3arpy3nTb

cicTemy.

HacTporiku WHMNOpTUPOBaHb!

CucteHa gonsHa OwiTb nepe3arpuxeHa
Hasmure I"II[fIUII] knasdily nnd nepe3arpy3ikd CHCTeMbl

6 HaxmuTe Nt06YLO KNaBWLLY, CUCTEMa NepesarpysnTcs.
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YrpaBaeHne napamMetTpamm
3arpy3ku onepauyioHHOM CUCTEMB

Pe>xxum 3arpyskun onepaLMoHHOW CUCTEMBI 43
3arpy3ka onepawlyoHHON CUCTEMbI B PEXMME COBMECTUMOCTH 44
3arpyska onepaunoHHon cuctemMbl B pexxume UEFI 46
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Pexumm 3arpy3kim onepauyOHHOM CUCTEMB!

ViPNet SafeBoot noaaep>xvBaeT ciegytolne pexxnmbl 3arpysku:
e legacy (pexxmm cOBMeCTUMOCTM).

JaHHbIN pexxnM noaxoamnT Ans 3arpy3ku npaktuueckn scex OC, Bkatovas Microsoft Windows XP 1
6onee paHHUX.

e UEFI

Pexxum UEFI noaxoanT ans 3arpyskn coepemeHHbix OC (HaunHaa ¢ Windows Vista) ans
NpoLLecCOpoB ¢ noagepxkon x86-64 (AMD64/Intel64).

Bbibop pexxmm 3arpysku onepaumoHHOM CUCTEMbI 3aBUCUT OT cnocoba ee yCTaHOBKM 1 BEPCUM.
Moapo6bHOCTM MOTYT HbITb HalAEHbI B AOKYMEHTALLMW MO UCMO/b3yeMOWN OMnepaLoHHON cucTeMe.
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3arpyska onepaumoHHOM CUCTEMbI B
DEXMME COBMECTUMOCTH

[ns BbIBOpa 3arpy304HOro ycTponcTBa B pexnme coeMectMmocTy (legacy), BbINOAHUTE CregytoLine
JencTBUS:

1 Boligute B pexkum HacTpoek ViPNet SafeBoot (cM. «Bxoa B pexxum HacTporiku ViPNet SafeBoot» Ha
ctp. 30).

2 B MeHIo pexunMa HacTpoek BbibepuTe MapameTpbl 3arpy3ku onepawMoHHON CUCTEMbI.
3 B oTkpbiBWeMcA OKkHe BbibepuTe Pexkum 3arpysku OC.

4 B meHto Pexxum 3arpysku OC BbibepuTe 13 cnucka legacy (peXxxum coBmecTumoctm).

lapaMe Tpbl 3arpyskd ONEepaUHOHHOH CUCTeMbI

Pesu 3arpysku 0C <legacy (pesun coBrecTUHOCTU)>

JarpysouHoe YcTPOHCTBO <

legacy (pesm cosmecTUHOCTH)
UEFI

1.4, <{Enter>: Bwbpate aneHeHt <Esc>: Hazan

PucyHok 27. MeHto BbiIbopa pexumMa 3arpy3ku onepaLlmoHHol cucteMbl — legacy (pexxvma
COBMECTMMOCTW)

5 BbibepwTe 3arpy3ouHoe yCTPOWUCTBO.
N3 cnncka BbiGeprTe HY>KHOE 3arpy304Hoe yCTPOMCTBO.

6 BepHuTecb B OCHOBHOE MeHI0 pexxnMma HacTpoek ViPNet SafeBoot, Haxas Esc.
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7 Haxmure Esc ans Bbixoja 13 pexkMmMa HacTpOMKW 1 Hayana 3arpy3ku onepaumoHHON cucTeMbl B
BbIGPaHHOM pexume.
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3arpyska onepaumoHHOM CUCTEMbI B
pexmnme UEF]

[ns BbIbOpa 3arpy304HOro ycrponctea B pexume UEFI, BbinoaHuTe cnegyrolme feicTBus:

1 Boligute B pexxuM Hactpoek ViPNet SafeBoot (cM. «Bxoa B pexxum HacTpoliku ViPNet SafeBoot» Ha

ctp. 30).
2 B MeHIo pexunMa HacTpoek BbibepuTe MapameTpbl 3arpy3ku onepawMoOHHON CUCTEMbI.
3 B otkpbiBlWEMcs okHe BbibepuTe Pexxum 3arpysku OC.
4 B meHto Pexxum 3arpyskmu OC Bbibepute 13 cnncka UEFI.
5 BbibepuTe 3arpy3ouHbiii pa3gen (ESP).

6 13 oTkpbIBLLErOCs CNUCKa BbIOEpUTE HYXXHOE 3arpy304HOE YCTPOMNCTBO.

7 B nyHKTe MeHIO 3arpy3umk onepaLMoOHHOM cucTeMbl BbiOepUTe HEMOCPEACTBEHHbIN paii
3arpy3sumka OC.

8 BepHuTech B OCHOBHOE MeH0 pexxrma HacTpoek ViPNet SafeBoot, Haxas Esc.

9 Haxwmute Esc ans BbIxoga 13 peXkMma HacTPOMKM U Hayana 3arpy3ku ornepaumoHHON CUCTEMbI B
BbIGPaHHOM pexume.
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KOHTPO/Ib LUeNOCTHOCTU

KoHTposavpyemble 06bekTbI

KoHTposb pasgenos v dpaiinos

KoHTposb cocTaBa annapaTtHbIX CPEACTB
Pexxvm 06yueHus

MepepacyeT 3TaNOHHbIX KOHTPOJIbHBIX CYMM
MpviHyauTeNbHas NpoBepKa LeNoCTHOCTM

XpaHeHwve 3TaloHOB

48
49
53
54
56
57
58
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KOHTpOMpYyeMble 0OBbEKTHI

ViPNet SafeBoot no3BoaseT ocywecTBASTb KOHTPOb LLEeNOCTHOCTb CEAYHOLLMNX TUMOB OBBHEKTOB:

dannbl Ha dannosbix cuctemax FAT32, NTFS, EXT2, EXT3 n EXT4;
cozepXmmMoe aHeproHesasmcumon namsatn CMOS;

pecypcbl KOHPUrypaumoHHoro npoctpaHctea PCI/PCle;

Tabany ACPI;

Tabamy SMBIOS;

KapTbl pacnpeseneHuns namsTy;

o06pa3 BIOS n cobctBeHHbIX Mogynein ViPNet SafeBoot;
3arpy3ouHsbix cektopos (MBR) Ha Hocutenax nnbopmaumy;

3aBepLUEHHOCTb TpaH3aKLmi B XXypHanax dannosbix cuctem NTFS, EXT3 n EXT4.

MNepeg, 3arpy3kori OC ViPNet SafeBoot ocyliectBaseT npoBepky NocTaBAeHHbIX Ha KOHTPOJIb

AZMUHUCTpaTOpoM 06beKTOB. B ciiyyae HapylleHus uenoctHocTy 3arpyska OC 610KMpyeTcs, B XXypHan
3aHOCUTCS COOBLLIEHNE O AAHHOM COOBITUN.

AZMUHUCTPATOP UMEET BO3MOXHOCTb NPOBECTU MPUHYANTEBHYHO NMPOBEPKY LIeNOCTHOCTA BCEX

KOHTpOAMpyeMbix 06bekToB (CM. «[1puHyAnTENbHAA NPOBepPKa LLeJIOCTHOCTU» Ha CTP. 57), a Takxe

BbIMOJIHUTL MepepacyeT 3TajoHOB (CM. «[lepepacyeT 3TasloOHHbIX KOHTPOJIbHbIX CyMM» Ha CTp. 56).
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KOHTPO/Ib Pa3aenoB 1 Ganios

YTo6bl BbIOpaTh pa3gensl U daiabl, 418 KOTOPbIX OyAeT NPOBOAUTLCA KOHTPOb LIEJIOCTHOCTY,
BbINMOHNTE CefyroLLne AeNCTBUS:

1 Boligute B pexkum HacTpoek ViPNet SafeBoot (cM. «Bxoa B pexxum HacTporiku ViPNet SafeBoot» Ha
cTp. 30).

2 B wmeHwO pexunMa HacTpoek Bbl6epVITe KOHTPOJ'II: LEe/IOCTHOCTIN.

KoHTpone uenocTHOC

CNMCok KoHTPOMMOUEMelx: pas

, pasOen

CHOS
Wr. npoctpadctea PCI
uu ACPT

Tabnwy SMBIOS

KapTel PAcnpeferneHWa namMaTtM

[1]
<Ha QWcCke>

T,4,<Enter>: Buipatbc anement

PucyHok 28. MeHro KoHmpose yenocmyocmu

3 [1ns KOHTPOAA LIeNOCTHOCTH BCEX Pa3AenoB CO cnuckamun dalinoB B KOPHE, BbIbepuTe MyHKT MEHHO
O6HOBUTbL MHOpPMaLMIO O pasgenax.

4 [nsa pobaBneHus paszenos, KOTopble HeOBXOAMMO NOCTaBUTb Ha KOHTPOJIb, Bbibepute J,06aBUTb
pasgen.

B oTKpbIBLLEMCS OKHe BbIOepUTE 13 CNNCKa HY>KHbIR pasgen. MNoc/ie BbINOAHEHWs 3TOWN onepaLmi,
pa3szen 6yaeT oTobpaxKeH B CNUCKe KOHTPOVPYEMbIX Pa3ze/oB.
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KoHTporne LBNOCTHOCTH

WOUEMBIX [

MHBODMAUMD O pDas
pasaen

CHOS
kKoHour. npectpadcTea PCI
e ACPT
onvu SMBIOS
KapTel PAChpPeaeneHWa NaMaTw
monurner UEFI

3arpu: Hbl= CBKTO

[]
<Ha QWcCKe>

T,1.<Enter>: Bufpatt a HT

PucyHok 29. Cnucok koHmMpoaupyemsix pazoenos

jf\\ BHuMaHume! Cnncok KOHTPOIMPYEMbIX Pa3fenoB orpaHuyeH 8 3anucaMun. BoamoxxeH
A OZHOBPEMEHHbIN KOHTPOIb He bonee 8 pa3fenoB Ha BCEX MOAKNHOUEHHbIX
YCTPOMCTBaX.

5 [ns onepauwii KoHTpoAs daiinoB BeibepuTe pasgen us nyHkTa MeHto CMCOK KOHTPOANPYEMbIX
¢aitnos.

B oTpbiBLIEMCS OkHe (cM. puc. 30) ZOCTYMHbI CeaytoL e onepaumm Hag dannamu:

e  Cnu1cok KOHTPOMpPYEMbIX GaitioB — MPOCMOTP CNcka KOHTPOANPYEMbIX GainnoB Ha
pa3gene GannoBoN CMCTEMbI U UX KOHTPOJIbHBIX CYyMM;

e [lo6aBuTb daiin B CMCOK — NMOCTaHOBKa daliaa Ha KOHTPOIb;
e YpanuTb Gaiin n3 cnucka — yaaneHvie daina n3 cnmcka KOHTPOIPYEMBIX;

e He KOHTpOAMpPOBaTh pa3zen — yaaneHue pasgena u Bcex Ganios U3 cnmcka
KOHTpOIMpyeMbix 06BbEKTOB. B nocneactemm npu Boibope nyHkTa MeHto «O6HOBUTbL
nHbOpPMaLUo 0 pasgenax», pasgen byaeT BKIOUEH B CMUCOK KOHTPOJAUPYEMbIX
06BbEKTOB.
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PciRoot (0x0) /Pci (0x1.0x1) /Ata (0x0)

HoanuTe oadn u:
He koHTponupo

T,1.<Enter>: Bubpate anement  <Esch>:

Pucyrok 30. Onepayuu koHmpoAas ¢aiiios

[N NOCTaHOBKM Ha KOHTPOAb dalina, BeINOAHWUTE CeayroLmne JeCTBUSA:
1 BblbepuTe nyHKT [lo6aBUTL Ppailn B cNUCOK.
2 B OTKpbIBLUEMCA OKHE BbIbEpUTE HEOOXOANMBIV daii.

3 [ns npocMoTpa NOCTaBAEHHbIX Ha KOHTPOJb $alinoB BbibepnTe CNMCOK KOHTPOANPYEMbBIX
¢ainos.

B oTKpbIBLUEMCS OKHE AZAMMHUCTPATOP MOXET NPOCMOTPETH BCE KOHTPOAUPYEMblE Ha pa3gene
bainbl U MX KOHTPOJIbHbBIE CYMMBI.
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Cnucok KoH TPOMUpUEHbX 3MNeHeHTOB

CCFBAFB6A3B168233ECT3B836B862CB015966B6B7B4F331BAS3BCE?368F40EDE CA.cer
9586E5269116C177D676F4600EE43BE455689D5CD2EIBAEOZBEBOD25454F4EB2 Crc32Tool .efi
522DCD019493608EAE7269M66F25C8EE TBAC448EFBCABAED 76 77135D25861729 DxeCore.efi
FDD17444nC00301EAE3BBFS0FIAGDE3BFCEZSE443F2D2D4022B1118688BES902 DnsDxe . ef i

1, 1,¢,4,<Pgllp>, <PyDoun> . <Home>,<End>: [lepereuenue <Esc>: Hazan

PucyHok 31. Cnucok koHmpoaupyemsix ¢alisios Ha pazdene ¢alinosoli cucmemsi

Ans ynaneHus daiina U3 cnucka KOHTPOJINPYEMbIX O6bEKTOB, BbINOJHUTE CleytoLine AeNCTBUS:
1 Bbibepute NyHKT Yaanutb ¢aitn us cnucka.

2 B oTKpbIBlIEMCA OKHE BblibepunTe HeobxoAnMBbIN dai.

Ans yaaneHus Bcex GaiioB 1 paszgena ns cnmcka KOHTPOMPYeMbIX 06bEKTOB BbIGEpUTE MYHKT
He koHTponupoBaTtb pasgen.
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KOHTPOAb COCTaBa annapaTHbIX CPeACTB

[N KOHTPO/IA COCTaBa MOAK/IOYEHHbBIX anMapaTHbIX CPeACTB, BbINOJHUTE CAeAyolme AeNCTBUS:

1 Boligute B pexkuMm Hactpoek ViPNet SafeBoot (cM. «Bxoa B pexxum HacTpoliku ViPNet SafeBoot» Ha
cTp. 30).

2 B wmeHw0 pexunMa HacTpoek Bbl6epVITe KOHTpOﬂb LEe/IOCTHOCTN.

3 B meHo KoHTpons uenoctHoctn Haxxmute Enter Ha nyHkTe KOHTpoab KOH¢Ur. NpocTpaHcTBa
PCI.

Cucrema BbINOAHUT pacyeT KOHTPOJIbHbIX CyMM COCTaBa NOAK/IFOYEHHbIX annapaTtHbIX CpeACTB.

KonTpone uer

CNMCoK KoHTPOMMpUel B
PciRoot (0x0) /Pci (0x1.0x1) /Ata (0x0)

MHBOPMAaLLMD & P

<Ha OWcKe>

T.1.<Enter>: Bufipate anement <Esc>: H

PucyHok 32. Paciem 3masnoHo08 KOHMPOIbHLIX CyMM COCMasd annapamHsix cpedcma

Mpumeuanwme. Mpwn yctaHoBAEHHONM onumn «KOHTPOb KOHPUT. npocTpaHcTa PCl»,
nocsne NoAKAOUeHUs nan oTkatodeHns PCl ycTpoicTBa, HeobxoaMMo nepecumnTaTb
KOHTPOJ/IbHbIE CyMMbl UAWN OTKIOUNTL onumio «KoHTponb koHoUr. npoctpaHcTea PCl».
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Pexxnm obyueH s

BkntoueHue onumm Pexxum o6yueHuns 1cnosib3yeTcs Aas8 UCKNOYEHUS U3 KOHTPOS LEeNoCTHOCTM
OTZAE/IbHbIX 3/IEMEHTOB KOMMOHEHTOB, N3MEHSAEMbIX MPU HOPMasbHOM QYHKLIMOHUPOBAHUM CUCTEMDI
(Hanpumep, npu koHTpose CMOS). dneMeHTbl, He NpoLLEeALLINE NPOBEPKY LLEJOCTHOCTY, CHUMAKOTCS C
KOHTPOJIS LIeNOCTHOCTY, UTO MO3BOISET «ObYyUNTL» (aZanTUpPOBaTh) CUCTEMY KOHTPOIMPOBaTh
onpeaeneHHbli Habop 31eMeHTOB.

Mpw oTkAtOUEHHOW onuun Pexxnm obyueHuns, B Clyyae HapyLLUEHUS LLeJIOCTHOCTU O4HOTO WK
HECKOJIbKMX 3/IEMEHTOB 13 KOHTPOJIMPYEMOTO CrMcKa Ha 3KpaHe NosBUTCSA CoobLeHne 06 omnbke:

KoHTpone uenocTHocTw - 1004 nposepeHo

3arpy3ka onepaunoHHOM cnctembl byaet 3abnoknpoaHa. MNocne nepesarpysku ViPNet SafeBoot B
XypHae cObbITUI MOXHO YBUAETb A5 KaKMX 3/1eMEeHTOB 3abUKCMPOBAHO HapyLUEHWE LeNOCTHOCTY.

2017-03-16 12:46:44 I [00]1 KomnoHeHT nocTaeneH Ha KU [CMOSI
2017-03-16 12:46:56 I [00] LlenoCTHOCTE KOMMOHEHTOB C Mbl 33BEpeH
2017-03-16 12:46:58 I [00] LenocTHOCTE KOMNOHEHTOE CMCTEMbI peH

2017-03-16 12:47:37 I [00]1 AaMuHUCTpaTop auTeHTueuumposaH [no naponiol

PucyHok 33. 3anucu B XXypHane cobbITin O HapyLLeHUN LLeSI0CTHOCTU

[ns Hayana pexxmuma 0byyeHns BbINOJHUTE CaeaytoLlime AeCTBUS:

1 Bongute B pexxum HacTpoek ViPNet SafeBoot (cMm. «Bxog B pexxum HacTpoinkm ViPNet SafeBoot» Ha
cTp. 30).

2 B MeHI0 pexuma HacTpoek BbibepuTe KOHTpOAb LLenocTHOCTN.

3 B meHto KoHTpoAA wenocTtHoCTH BbibepuTe Te KOMMOHEHTBI, A5 KOTOPbIX J0/IKEH ObITb BbINOJHEH
KOHTpOAb LenoctHoctn (Hanpumep, KoHtpoae CMOS).

4 B meHto KoHTpons uenoctHoctu HaxmuTe Enter Ha nyHkTe Pexxum obyueHus.
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KonTpone uenoc

Cnucok KoHTponMpuem

PMauUMo o pasg
en

Wr. npocTpadcTea PCT
Wy ACPT
By SMBIOS
PTbl PACMPELENEHUA MaMATK
aunen UEFI
Holx CEK B
Mb ¥UpHana TpaHsakuwu PC

<Ha OMcke>

T,1,<Enter>: Bubpate anement  <{Esch:

PucyHok 34. BknoveHue onyuu Pexxum obyveHus

Mpun 06Hapy>KEHWUM HapyLLUEHWS LIeIOCTHOCTU KOHTPOANPYEMbIX 31EMEHTOB, Ha 3KpaHe NOSBUTCS
owwmbka:

KouTpone ue

3arpy3ka onepaLlmoHHOM cucTembl ByaeTt npogoaxkeHa. MNocne nepesarpyskn ViPNet SafeBoot B >xypHane
CObbITUIN MOXHO byaeT yBMAETb COODLLEHME O CHATbIX C KOHTPOASA LeJOCTHOCTN SNEMEHTaX.

2017-03-16 12:50:22 I [00] Pexum obuueHua KU exmoueH

2017-03-16 12:50:24 I [00] llenocTHOCTE KOMMNOHEHTOB CMCTEMbl 3aBEpeHa
2017-03-16 12:50: [00] lenocTHOCTE KOMNOHEHTOE CMCTEMbl 3aBEpEeHA
2017-03-16 :51: [00] AgMUHUCTNATON ALTEHTUsUlUNoRAH [no nanonnl

2017-03-16 12:51: [011' 3nemenTt cHaT c KU (pexwm obuuenua) [CHOS: 201
2017-03-16 12:51: [011) 3nemenT chaTt c KU (pexum obuyuenun) [CMOS: 2F]
2017-03-16 12:51: [00] AOMUHUCTPATOD AUTEeHTUBULUMPOEAH LOo naporiol

PucyHok 35. 3anucu 8 xypHane cobbimuli 0 CHIMbIX C KOHMPOS YeJOCMHOCMU 3/1eMeHmMax

5 PekomeHayeTcs BbINOAHWUTL HECKOIbKO LIMK/IOB Mepe3arpysku/paboTbl Ha NepcoHanbHOM
KOMMbOTEPE, UTOObI C KOHTPOIA LLEJOCTHOCTU BbINN CHATBI 31EMEHTbI, KOTOPbIE N3MEHAET CUCTEMA.

6 Tllocse 3aBepLUeHUs aganTaLMOHHOrO Neproga oTkaounTe onuuio Pexxnm obyuenns, Haxas Enter
Ha nyHkTe Pexxum obyuenmns B MeHio KOHTpoO/b LieIocTHOCTH.

an/IMe‘—IaHVIe. ,ﬂ'flﬂ TOro Ytobbl BHOBb MOCTaBUTL Ha KOHTPOJIb UEeNOCTHOCTUN 3IEMEHTbI,

CHATbIE PEXXMMOM O6y‘-IeHl/Iﬂ, caefyet B MEHHO KOHTpO}'Ib LEeNIOCTHOCTU CHATb C
KOHTPO/1A KOMMNOHEHT, N3MEHEHHbI pexxnMmom o6yueH|/|;|, a 3aTeM ONnATb NOCTaBUTb €ro
Ha KOHTPO/b.
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[lepepacyeT 3TaNOHHbIX KOHTPOIbHbIX
CYMM

B cnyvae OBHOB/IEHWNS UM LUTAaTHOFO U3MEHEHMSA KOHCI)I/IpraLI,I/II/I CNCTEMDbI, A,D,MVIHI/ICTpaTOp nmeert
BO3MOXHOCTb NPOBECTN NnepepacyeT 3TaJJOHOB KOHTPONNPYEMbIX obbekToB 6e3 HeO6XOAI/IMOCTI/I CHOBa

CTaBUTb X Ha KOHTPOJb.

YTobbI nepecynTaTtb 3Ta/IOHHbIE KOHTPOJIbHbIE CYMMbI, BbINONHUTE Caeayrouimne /J,eVICTBVIﬂI

1 Boligute B pexkuMm Hactpoek ViPNet SafeBoot (cM. «Bxoa B pexxum HacTpoliku ViPNet SafeBoot» Ha
cTp. 30).

2 B meHIo pexuvmMa HacTpoek BblbepuTe KOHTPO/Ib LLe/IoCTHOCTH.
3 B oTkpbiBwEMCcs OkHe BbibepuTe Mepepacuert 3Ta/IOHOB.

4 [loxautecb NOABAEHMA Ha 3KpaHe coobLweHns:

Jranons KU KoMNoHEHTOE CMCTEME OOHOBAEHH

HagMuTe mobuin Knasduy OnA NpooomEeHWa
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[TprHyaAUTENBHAA MPOBEPKa LENOCTHOCTH

AZMVHUCTPATOP UMEET BO3MOXHOCTb MPOU3BECTU NMPUHYANTENbHYHO MPOBEPKY LEJOCTHOCTM U3 MEHHO

pexunMa HacTpoek 6e3 noceaytoLLen 3arpy3km onepaunoHHON cnctemsl. s 3TOro BbINOAHUTE

cnegyroLine AencTBus:

1

BoraunTe B pexkum Hactpoek ViPNet SafeBoot (cm. «<Bxoa B pexxum HacTpoiikm ViPNet SafeBoot» Ha
cTp. 30).

B MeHto pexxvMa HacTpoek BbibepnTe KOHTpOAb LieiocTHOCTM.
[JobaBbTe, eciv HEO6X0AMMO, OBBEKTHI 4151 KOHTPOAS.
BbibepuTe NMpoBepuTb LLENOCTHOCTD.

KOHTpOﬂb LLeNNI0CTHOCTHN 6yAeT BbIMONHEH ANnA O6'beKTOB, OTMEeYeHHbIX CI)}'Ia)KKaMI/I B OKHe KOHTpOlII:
LUEe/NOCTHOCTHU, obbekToB 13 Cnucka KOHTpOJ/InpyeMbIiX pa3genoB.

Mocne HeMpPOAOMKNTENBHOTO BPEeMeHW NPOBepKa LLeNoCTHOCTM ByAeT 3aBepLueHa 1 NosiBUTCA
cnegytolee coobLeHve:

llenocTHOC T KOMMOHEHTOB CUC TEHbI 3deepeHa

Hasriite nnbunw KnaBuiy 4nd NpoaomeHHa

HaxxmuTe ntobyto knaswLly, 3aTeM ESc A5 BbIXOZa B OCHOBHOE MEHHO.
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XpaHeHMe 3TaloHOB

Ans napameTtpa XpaHeHue 3TasIOHOB MOXHO BbI6paTh C/iefytoLine 3HauYeHWs:
®  Ha Ju1CKe;

e B 6ase AaHHbIX.

XpaHeHve 3TaNoHOB MO YMOJYaHUIO OCYLLECTBASETCA Ha AUCKe. Bca cooTBeTcTBYIOWaA MHOOpMaLma
COXpaHAETCA Ha AMCK B NOANMCAHHOM BuAe: MHbopMaumsa, Heobxoammas Ana KOHTPOAA LLesIOCTHOCTU
¢dannos, HaxoauTcs B darinax files, files.sig B kopHe KaXz0ro KOHTPOAMPYEMOrO Pa3zena, a Bcs
octanbHas nHdopmaums B katanore — EFI\Infotecs\etalons.

B cnyuae, ecan 66110 BbIGpaHO XpaHeHWe 3TaloHOB B 6ase faHHbIX, BCA HEOOXo4MMasn ANs KOHTPOS
LEeNOoCTHOCTM MHPOPMaLMA, BKAOYAA CINCKN KOHTPOJANPYEMBbIX 3N1EMEHTOB W UX 3TalOHHbIE 3HaYeHUs
(X3wwm), XpaHnTCa BO BHYTpeHHel 6a3e gaHHbix NMMA3 (8 NVRAM — namsatu BIOS).

Mpumeuanne. Pasmep NVRAM orpaHuueH. He ctout BbibrpaTb 3HaveHne napamerpa
B 6a3e AaHHbIX 6e3 He0OXOAMMOCTH, OCOBEHHO B CyyYae 60/bLLIOrO KONNYecTBa
KOHTPOJIMPYEMbIX 3/1€EMEHTOB.
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YrpaBaeHme yyeTHbIMK 3anncamm
NO/Ib30BaTeN1EN

Y4yeTHble 3anucK nosb3oBaTenen 60
JlobaBneHve y4eTHbIX 3anuceli Noab3oBaTenen ¢ aytTeHTudukaLmein no Napoto 61

JlobaBneHve yyeTHbIX 3anuceri nosb3oBaTenen ¢ ayTeHTMdunkaLmen No 31eKTPOHHOMY
naeHTnomkaTopy 65

[JlobaBneHve yyeTHbIX 3anuncer noab3oBateneli ¢ ayTeHTMduKkaLumen no 31eKTPoHHOMY
naeHTMdmKaTopy 1 Naposto 74

PenakTvpoBaHuWe yueTHbIX 3anuceli Noab3oBaTtenen 79

PesakTMpoBaHmMe y4eTHON 3anuncy noab3oBaTens ¢ ayTeHTMduKkaLmen No 31eKTPOHHOMY
naeHTnomkaTopy 80

YaaneHue yyeTHbIx 3anuncei nonb3oBatesen 82
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Y4yeTHble 3arnmcK noib3oBaTenen

ViPNet SafeBoot noaaep>kvBaeT 0fHOBPEMEHHO HECKOLKO YUETHbIX 3anucelt AN OpraHm3aumnm
COBMECTHOW paboTbl ¢ ogHUM MK Heckonbkx nosb3oBaTenen. Kaxxaom yueTHOW 3anmcy MoryT

Ha3HauaTbCs CedyroLme napaMeTpbi:

. Nms yquH0|7| 3anncum (TaK)Ke M3BeCTHOE KakK JIOTnH I'IOJ'II::BOBaTeJ]ﬂ).

Cnocob ayTeHTUdMKaLUK.
e Posb nonb3o.atens.
o AyTeHTUOUKALMOHHbIE AaHHBbIE.

L] ,ﬂ,OI'IOﬂHI/ITeﬂbeIe napamMeTpsbl, onpeaendarowmne orpaHnyeHne K KavectBy ayTeHTI/Iq)VIKaLI,MOHHbIX
AAHHBIX N X BPEMEHN AEIZCTBI/IH.

ViPNet SafeBoot noasaep>xvBaeT pasrpaHuyeHne AOCTyNa Noab3oBaTesen K PyHKLUAM pexnma
HacTponku. [ns 3TOro BBEAEHbI TPY PO MOJIb30BaTENEN, KOTOPLIM MOMUMO 3arpy3ku OnepaLvioOHHON

CUCTEMbBI AaHbl Cieayrolwne paspeleHna:

o AamuHucTpatop. PaspeleH goctyn ko BceM GyHkUmam pexkmma Hactporikin ViPNet SafeBoot.
e AyauTop. PaspelueH JoCTyn K XypHany cobbITUA U CMeHa Nnapos.

e [lonb3oBatens. PaspelueHa cMeHa napons.

g BHumaHwue! B n3genvm Bo3mMOXeH TObKO OAMH MOJIb30BaTeNb C POJbIO
AamuHuctpatop. ObLee MakCMManbHOE KOIMUYECTBO MoJib3oBaTenen 32.
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[lobaBneHre yueTHbIX 3anmncen
NO/b30BaTENEN C ayTEHTUDMKALMEN MO
Maporo

YTobbI AO6aBI/ITb YYETHYHO 3anncb NoaAb30BaTeNA, BbIMOAHUTE Caeadyrouimne ,Cl,el?lCTBMﬂZ

1 Bowngute B pexxuM HacTpoek ViPNet SafeBoot (cm. «Bxog B pexxum HacTpolikn ViPNet SafeBoot» Ha
cTp. 30).

2 B meHIo pexxuma HacTpoek Bbibepute Moab3oBaTtenn.

3 B OTKpbIBLLEMCA OKHE Bbl6epI/ITe AOGaBMTb HOBOroO NoJZib3oBaTesiA.

lonb3oBaTenu

Tekuupe nonbzoBaTen:
Administrator

T,1,<Enter>: Bobpate aneMent <Esc>: Hasan

PucyHok 36. [lobasneHue HO8020 nosb3ogamers

4 B okHe Hactpoiiku nonb3oBartens Bbibepute Umsa nonb3oBartens.

BBEAI/ITG MMA NoONb30BaTeNA.

MpumeuaHue. Ima nosb3oBaTena He AOKHO BKAKOUATb Caefytolme CUMBOAbL: * 71 &\
|/ < > «»,
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Hac TPOHKM NOMb30BaTend

Hua nonb3oBatena ]
Ponb <nonb3oBarens?
Cnocob ayTeHTUtMKALUM <laponb>

HaMeHuTe naponk

HunuHaneHaa anuHa napona <4
HakcuManeHaa anuHa napona <32
KonuuecTeo nmonmeiToK BBOJa Napond

Croxtbi naponb

OrpaHuuuTe CPoK 0eWCTBWA Napona

Cpok nemcrtBua napona {(nHen)

lapons gencteyeT go: 2016-10-02 23:3||SEeeanTe SHAUSHNHE:

CoxpaHuTbe Hac TPOWKU

1, 4,<Enter>: Bubpartb aneveHt <Esc>: Haszan

PucyHok 37. lNpuenaweHue sgsecmu Vimsa nosb3osamens

Ecam B ViPNet SafeBoot y>e 3apernctpmvpoBaH nonb3oBaTeb C BBEAEHHBIM MMEHEM, NOSBUTCA
COOTBETCTBYHOLLEE COODLLEHNE.

Monb3oBaTenb € TaKWM WHMEHEH Uke CUlECTBUET
Hasrute nwbyw KnaBuuy and npogonxeHHd

5 Bbibepute anemeHT Ponb.

B oTKpbIBLUEMCS CNUCKe BbIOEpUTE POb:

ANHMUHUC TPATOP

ayauTop

/‘\\g BHumaHue! B n3genvm Bo3mMoxeH TONbKO OAMH MOJ/b30BaTeslb C PObIO
AaMuHucTpaTop. ObLee MakcMaabHOE KOIMYECTBO noJsib3oBaTenein 32.

6 Bbibepute 3nemeHT Cnocob ayTeHTUUKaAL UK.

B oTkpbiBLIEMCA CrMcKe BbIbepuTe cnocob ayteHTUdUKaummn Maponb:
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MNaponk

INEeK TPOHHLIA MISH THOWKATOP
INeK TPOHHLIA WIEHTHUOHKATOP W Naporb

7 Bbibepute anemMeHT U3MeHUTb Nnapob.

MpuMeuaHue. OrpaHnyeHns, 4eNCTBYHOLLME NPU CO3A4aHUM Napoas Ans 06blYHOro
nosab3oBaTens:

®  MWHWMaNbHasa AAVHa Napons — 4 cMMBOAg;
e MakcuMasbHas AnvHa napons — 32 CMMBOAa.

OrpaHunueHus, AeACTBYOLLE NPY CO34aHMN Napons AN agMUHUCTPaToOpa U ayanTopa:

. MUWHWManbHaaA ANVHaA Napona — 8 CMMBO/IOB;

®  MakcuMMasbHasa AavHa napons — 32 cuMmBosa.

7.1 [na vcnonb3oBaHus Hosee HageXXHOTo Napos ycTaHoBUTe Gaxkok C/0XKHbI Napob.

MpumeyaHue. Kputepuw, AeicTByOLWME NPY CO34aHMMN CIOXKHOTO Napons:

e [/IMHa Naposs He MeHee 8 CMBOJIOB;

e MVWHUMYM OAUH BYKBEHHbIV CUMBOJ B BEPXHEM PETUCTPE;
e  MVHUMYM OAMH GYKBEHHBIV CMBOJ B HUXXHEM PETUCTPE;
®  MWHUMYM OAWH CMELLCUMBOJ;

®  MWHWUMYM OAUH LMPPOBON CUMBOJI.

7.2 ,ﬂ,ﬂﬂ orpaHn4yeHuna Koam4yectea nonbITOK BBOAA Naponsd Bbl6epI/ITe COOTBeTCTByI-OLLI,I/IVI 2/1IeEMEHT
A OCTaBbTe€ 3Ha4YeHME NO YMOAYaHUIO.

an/IMeLIaHVIe. Monb3oBaTtenb I'IpeBbICVIBLIJVIVI YCTaHOBJIEHHOE KONMNYECTBO HEeYyAaYHbIX
nonbITOK BBOAa NMapons 6J'IOKVIpyeTCﬂ. AJ’IH pa36J’IOKI/IpOBKVI yquH0|7| 3anucum
HeO6XOAI/IMO BbINOJIHUTb BXOA C yHeTHOI7I 3anncbro agMUHMUCTpaTopa.

8 VI3mMeHUTe HaCTPOWKM OrpaHMUeHus CpoKa AeNCTBMA NapOos UM OCTaBbTe 3HAUEHWE NO
YyMONUaHMO.

8.1 [lna nameHeHUa cpoka AeNCTBUA Mapons yctaHoBuTe Gpaaxxok OrpaHUUMTL CPOK AEUCTBUA
napons, Bbibepute anemeHT Cpok aercTBus napons (AHen) 1 ycTaHOBUTE HeoBXOAMMOe
3HaueHwe.

8.2 [lns oTMeHbI OrpaHNYeHns cpoka AelCTBUA Napons CHUMUTE Gaaxkok OrpaHNUUTb CPOK
AeVCTBMA Napona.
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Mpumeuanue. Mpwn yctaHoBAEHHOM diaxkke OrpaHUUNTb CPOK AENCTBUA NapoaA Nno
NCcTeUeHn nepunosa AencTBms Napoas BbIBOAUTCA COOTBETCTBYHOLLE COODLLEHME O
HeobHX0AMMOCTN CMeHbI NMapos, Nob30BaTelb 61OKMPYETCA 4O CMEHbI MAapPOos.

9 Y6eautech, UTo BCE NOAS 3aMOJHEHbI MPaBWUILHO, U BbibepnTe COXPaHUTb HAaCTPOMKM.

HﬂCTpOI:IKH NoNb30BaTend COXpaHeHb

Hasrute nwbyw KnaBuuy and npogonxeHHd

10 Haxmwute ntobyro knasuuy, 3atem Esc ans Boixoga B MeHto Monb3oBartenu.

Mpw ycnewHom perncrpaummn nMs nosb3oBatesis NossuTcs B cnncke Tekywme nosb3oBaTenm.
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[lobaBneHue yueTHbIX 3anmncen
NONb30BaTENEN C ayTEHTUDMKALMEN MO
3N1EKTPOHHOMY MAEHTHUOMKATOPY

YT0bbI £06aBUTL YUETHYIO 3aMnWChb NOAb30BaTENs C ayTeHTUDUKaLMEN NO 3N1eKTPOHHOMY
NAEHTUPUKATOPY, BbIMONHUTE CeAytolwne AerCTBIA:

1 Bowngute B pexxum HacTpoek ViPNet SafeBoot (cm. «Bxog B pexxum HacTpolikn ViPNet SafeBoot» Ha
cTp. 30).

2 B meHIo pexuMa HacTpoek BbibepuTe Monb3oBaTtenu.
3 B oTkpbIBLWEMCA OKHe BbibepuTe [lo6aBUTbL HOBOrO NoJib3oBaTens.
4 B okHe Hactpoiiku nonb3oBatens soibeprte Uma nonb3oBarens.

Beegute nma nosb3oBatens.

MprmeyaHue. Vima nonb3oBaTens He A0/XKHO BK/IOYaTb CAeaytoLimMe CMMBOBL: * 7 0 &\
|/< > «»,

Ecnm B ViPNet SafeBoot ye 3apervctpnpoBaH nosib3oBaTtesib € BBEAEHHBIM MMEHEM, MNOABUTCA
COOTBETCTBYHOLLEE COODLLEHNe.

MNonb3oBatenb ¢ TakWM HMeHEM Uxe CUlecTBYeT

Hasrute nwbyw KnaBuuy and npogonxeHHd

5 Bbibepute anemeHT Ponb.

B oTKpbIBLUEMCA CNUCKe BbIOEpUTE POb:

agMMHUC TPaTop

ayauTop
nofnb3oBaTerb

f BHumaHme! B n3genmmn Bo3MOXeH TOIbKO OAMH MOAb30BaTeNb C PObHO
AamuHuctpatop. ObLyee MakCMManbHOE KOMUYECTBO MoJib3oBaTenen 32.

6 BbibepuTe 31emeHT Cnocob ayTeHTUGUKaLMN.

B oTkpbIBLUEMCA cnncke BbibepuTe cnocob ayTeHTUdMKaLUY DNEeKTPOHHBIA uaeHTUduKarTop:
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Maponk

INeK TPOHHLIA WIEHTHUOHKATOP W Naporb

MeHto HacTpoiikn nonb3oBaTtens npuMeT ClesyoWwmii BUA;

MMa none <user>
<n
C AUTBHTWDUK AWK

INEKTPOHHEM MOEHT MBUKATOPD

3HWTE HACTPOKMKK

1,1,<Enter>: Budpate anement <Esc>: H

PucyHok 38. MeHto Hacmpoliku nose3oeamesns npu 8elbpaHHom cnocobe aymeHmugbukayuu
nekmpoHHeIl udeHmugukamop

/‘\\g BHumaHwme! Mepes co3gaHneM nosib3oBaTtesent ¢ ayTeHTUdMKaLMeN No 3NeKTPOHHOMY
naeHTUdunKaTopy, He06Xo0AMMO YCTaHOBUTL KOPHEBbIe cepTudukaTbl (M. Ha cTp. 70).

7 Hactpoiiku npu CNoib30BaHMM INEKTPOHHOTO naeHTUdMkaTopa Guardant Id.

7.1 Bbibepute 3nemMeHT DIeKTPOHHbBIN naeHTUdUKaTop.

MpumeyaHwue. MNepes MHULMANM3ALMEN 3NEKTPOHHOTO naeHTUdUKaTopa Guardant Id
HeobxoAMMO noarotoBuTb USB-AncK, Ha KOTOPOM A0/XKHbI BbITb COXPaHEHbI KNHOYEBOM
KOHTeWHep, chopMupoBaHHbIin cpeactamm ViPNet CSP, n ceptudukar.
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HacTpovku n

<user>
enw>
AUTEHTUBUK LUK OHHBIA WAEHTUBUKATOP>

3NEKTPOHHLIM WOEHTUOUKATOD

PAHUTb HACTPOMKU

1,1,<Enter>: Bubpate anement <Esc>: H

PucyHok 39. Beibop 8 kadyecmae 31ekmpoHH020 udeHmugukamopa Guardant Id

7.2 Nocne npurnawenus seectu PIN, BBeauTe Tekylwmii PIN-kog ans yctaHosneHHoro Guardant Id.

Mpw HenpaBuabHO BBeAeHHOM PIN-Koze nosBmTCa cooblyeHne 0b olumnbke:

HegepHue PIN

HagMuTe mobuin kKnasuwy AnA NPoaomkeHdn

HaxmuTe ntobyto knasuiuy.
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HacTpokku n
<user>
<n arb>

I AUT BHT HBWK alWK JHHEI MOEHT WBMKETOP>

INEKTASHHEA. WLEHTHOHKATOD fGuardant ID:6654C63406000000>

DAHWTE HACTOOMKMA

1,4,<Enter>: Bufipats anemext  <Esc>: H

PucyHok 40. MNpuanaweHus esecmu mekyujuli PIN-ko0 31ekmpoHH020 udeHmugukamopa

7.3 Bbibepute nyHKT MeH0 UHMLManusnpoBaTtb ngeHTudunkarop, a 3ateM 13 NosiBUBLLIErocs
cnucka BolibepuTe cepTndmkaT noab3oBaTeNs, PacrnoOXEHHbIV Ha 3apaHee NOArOTOBJEHHOM
USB-gucke.
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HacTpokku nomk
<{user>

aTeMb>

HHEA WOBHTWOWKAT Op>

<Guardant ID:6654C63400000000>

<

BrifepHTe copTHoHKaT

1,!,<Enter>: Budpate anement  <Esc>:

PucyHok 41. Beibop cepmugbukama nosv3osames.

7.4 Bbibepute KNHOUEBOW KOHTENHEP, COOTBETCTBYHOLLMI cepTUdMKATY.

HacTpokkW nonk
<user>
<ne ene>

D auTEBHTHDMKAL MM <;HEKT[uHHHﬂ MﬂEHTMmMKBTDD)

KTPOHHEIR MOEHTUSHKATO <Guardant ID:6654C63400000000>

USer .cer

1,1,<Enter>: Bubpatt anement  <Esch:

PucyHok 42. Bbibop knto4eso020 kKoHmMeliHepa
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7.5 Mocne npurnawenns eeectu PIN, BBeanTe PIN-Kog KOHTeNHepa.

MosiButca cooblieHre o cMeHe PIN-koAa 31eKTPOHHOMO MAeHTUdMKATOpa Ha COOTBETCTBYHOLLUIA
PIN-koz KOHTeWHepa:

PIN voeHTuevkaTopa dunet waMedeH Ha PIN knwoueBoro KoHTeWHEpa

Haxmure Enter ana npogomkeHws
Haxmute Esc ana oTMeHsl

B cnyuae oTkasa (Npu HaxkaTum Esc) 3neKTPOHHBIA AEHTUUKATOP HEe MHULMANN3NPYeTCA.

7.6 Haxxmute Enter. Ha akpaHe nossutca coobuieHne 06 nHuumanmsaunm naeHtmomrkatopa:

HMHMUMaNKI AL Me MOEHT MDMKAT 0P 3
[ ; NogosRaouTE. ..

7.7 JoxanTecb coobuieHnsa 06 OKOHUYaHUN MHULMAAN3aLnK:

HMaEHTUBUKATOP MHULUAENUIUPOBAH
HaxmuTe mobun Kaasuwy 008 NpoaokeHWs

Haxxmute ntobyto knasuwy.

7.8 Bbibepute ceptndumKat nonb3oBaTens, Haxas Ha NyHKT MeHio CepTudukaTt nonb3oBartens.

HacTpouku no
WMa non
<no 6>
<3NEKTPOHHBIM UABHTUBUKATOP>

<Guardant ID:6654C63400000000>

HWTb HACTPOWKWU

1,1,<Enter>: Bubpate 3nemeHt <Esc>:

PucyHok 43. Beibop cepmugukama noas3osamens
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HasHaueHHbI CepTI/ICI)I/IKaT noABUTCA B CTPOKe Cep‘rm])vu(a'r noJib3oBaTtena:

Wma nonbzosaTens {user>
Ponb <nonb30EaTeNnL>
) AUTEHTUBUK ALK <3NEeKTPOHHBIM WABHTUBUKATOPY

3NEeKTPOHHEIA WOBHTUDUKATOP <Guardant ID:6654C63400000000>

MHUUMANU3UPOBATE WABHTUDUKATOP
CepTuoukaT nonk30BaTens

CoxpaHWTe HACTPOMKM

8 HacTpoiiku npu NCnonb30BaHUM 3NEKTPOHHBIX nAeHTUdMKaTopoB PyTokeH SLIM, PyTokeH Lite,
JaCarta PKI

8.1 BbibepuTe 31eMeHT DNEKTPOHHbIA naeHTUdUKaTop.
HacTpodku n
ens>
AUTEeHTUDUKaLUUU KTPOHHbIA WOEHTUBUKAT Op>

POHHbIM UABHTUDUKAETOP

HUTb HACTPOWKU

1,1,<Enter>: Bubpate anement <Esc>: H

PucyHok 44. Beibop 8 kavecmese anekmpoHHo20 udeHmugukamopa PymokeH LI

8.1 Mocne npurnawenus seectu PIN, BBeguTe Tekywmii PIN-kog ans ycTaHOBAEHHOTO
371eKTPOHHOro naeHtndmkartopa.

Eeegure PIN:
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Mpw HenpaBuabHO BBeseHHOM PIN-Koze nosBmTCa cooblyeHne ob olumnbke:

HesepHoie PIN

HagMuTe mobun kKnasdwy ond np

HaxxmuTe ntobyro knasuLy.

8.2 BbibepuTe ceptudmrkaTt nosb3oBaTess, Haxas Ha NyHKT MeHto CepTudukart nonb3oBaTens.

HacTpouku nor

<user>
<n Tenb>
3 HblA MABHTUOUKATOP>

<PytokeH 3LIM:00000000342B84A7>

J3HUTE HACTPOWKU

1,1,<Enter>: Buipate anemeHt <Esc>:

PucyHok 45. Beibop cepmugbukama nosne3osames

Ecnn KopHeBoOI cepTndMKaT OTCYTCTBYET, NOABUTCA COObLLEHNe 06 oLumnbKe:

Owubka BEPUBIUKAELMU CEpTUDMKATA NOMb30BATENH
KopHeBoW cepTueMKaT He HaugeH
HasMuTe aodun Knasvuy 009 NPoaormkeHWd

Ecan CepTVIq)VIKaT NPOCPOYEH, NOABUTCA CaeayroLiee coo6|.|.|,eH|/|e:

Owubka BEPUBUKALMU CEPTUDMKATAE MNOMb30BATENH

Cpok OEUCTBUA CEPTUOMKATA HEAEUCTEBUTENsH
HasMuTe andun KnaBuwy AN NpoaomxeHWa
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Ecan ceptudukat nosb3oBatens 6bi1 BHECEH B CMUCOK OTO3BaHHbIX cepTndumkatos (CRL), To nossutcs
cnegyroliee coobueHne o6 owmbke:

Ownibka BEpUOUKALMKM CEPTUDUKATA NONb3

CepTuoukaT o©
HaxmuTe mobuin Knasuwy ana npo

Mpun oTCyTCTBMM OWMBOK, Ha3HaY€eHHbI cepTUdukaT nossutca B ctpoke Ceptuduxar
noJsib3oBaTeNs:

WMa nonesosaTens {user>
Ponk <NoMb3
Cnot AUTEHT UBUK aLLWK <3NEKTPOHHBIA UOEHTUDUKATOP>

EKTPOHHBIM WOEHTUBUKAETOD <Putokex 3UM:00000000342B84A7>
PTUDUKAET MNONb {user>

9 YbeaunTech, UTO BCE NOASA 3aMOJIHEHbI NPaBWUABLHO, 1 BbibepnTe COXPaHMTb HACTPOMKM.

HﬂCTpOI:IKH NoNb30BaTend COXpaHeHb

Hasrute nwbyw KnaBuuy and npogonxeHHd

10 Haxwmwute ntobyto knasumuly, 3atem Esc ans Boixoga B MeHio Monb3oBatenn.

I'Ipm yCI'IGLIJHOVI perncTtpaymnm nMma noib3oBaTtenda noaBuUTCAa B Crincke TeKyu.wle noJjib3oBaTtesin.
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[lobaBneHue yueTHbIX 3anmncen
NONb30BaTENEN C ayTEHTUDMKALMEN MO
SN1EKTPOHHOMY UAEHTUDMKATOPY U
MapoJIHo

YT0obbI £06aBUTL YUETHYIO 3aMnWCb NOJb30BaTENs C ayTEHTUPUKALMEN NO 31eKTPOHHOMY
NAEHTUPUKATOPY, BbIMOJHUTE CNeAytolne AerncTBIA:

1 Bowngute B pexxuM HacTpoek ViPNet SafeBoot (cm. «Bxog B pexxum Hactpolikn ViPNet SafeBoot» Ha
cTp. 30).

2 B meHIo pexumMa HacTpoek BbibepuTe Monb3oBaTtenu.
3 B oTkpbIBLWEMCA OKHe BbibepuTe [lo6aBUTbL HOBOrO NoJib3oBaTens.
4 B okHe Hactpoiiku nonb3oBatens soibeprte Uma nonbsoBarens.

Beegute nma nosb3oBatens.

MprmeyaHue. Vima nonb3oBaTens He A0/XKHO BK/IOYaTb CAeAyroLimMe CMMBOBL: * 7 1 &\
|/< > «»,

Ecnm B ViPNet SafeBoot y>e 3apervctpnpoBaH nonb3oBaTtesib € BBEAEHHBIM MMEHEM, MNOABUTCA
COOTBETCTBYHOLLEE COODLLEHNE.

MNonb3oBatenb ¢ TakWM HMeHEM Uxe CUlecTBYeT

Hasrute nwbyw KnaBuuy and npogonxeHHd

5 Bbibepute anemeHT Ponb.

B oTKpbIBLUEMCS CNUCKe BbIOEpUTE POb:

ANHMUHUC TPATOP

ayauTop
nonb3oBaTerb

f BHumaHue! B n34e11Mmn BO3MOXEH TO/IbKO OAWMH MOb30BAaTENb C POJbHO
AamuHncTpaTop. ObLlee MakcMManbHOE KOIMYECTBO Nosib3oBaTenel 32.

6 BbibepuTe 31emeHT Cnocob ayTeHTUGUKaLMN.

B oTkpbIBLUEMCcA cnncke BbibepuTe cnocob ayTeHTUdMKauum NeKTPOHHbIA uaeHTuduKaTop u
naponsb:
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laponb
INeK TPOHHLIA UIEH THDHKATOP

MeHto HacTpoiikm nosib3oBartens nNpyvMeT cneayroLmii BUs;

<{user>

fod

1GHWTb HACTPOHKM

1,!,<Enter>: Buipate anemant  <Esc>:

PucyHok 46. MeHto Hacmpoliku nose3o8amesns npu 8bl6paHHoOM cnocobe aymeHmugukayuu
IekmpoHHbIl udeHMuguUKamop u napoe

7 Bbibepute aneMeHT INEKTPOHHbBIA naeHTUdUKaTop.
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HacTporku nonk

Tena <user>
<nonk Tenb>
00 aUTEHTUDUKAELMUMU <

WaMenuTe napons

AHWTb HACTPOWKK

1,4,<Enter>: Bubpate anement <Esc>:

TPOHHbIA WABHTUOUKATOD U ...

PucyHok 47. Bbibop 8 kadecmee 31ekmpoHHo20 udeHmugukamopa PymokeH SLI

8 ocne npurnawenus seectn PIN, BBegute Tekywmin PIN-koa anst yCTaHOBAEHHOTO 31EKTPOHHOTO

naeHtTndbmkaTopa.

Beegwte PT

9 Bbibepute cepTudmKaTt Nosb30BaTeNS, HaXaB Ha NyHKT MeHto CepTudukaTt nonb3oBaTens.
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<user>
<non aTens>
<3NEKTPOHHLIM MABHTUDUKAETOP U ...

<
<32>
<16>
E1
[x]
a (anen) <30>
2017-05-11 12:49:55

<Pytokex 3LM:00000000342B84AT>

HWTb HACTPOMKK

1,4,<Enter>: Buipate anement <Esc)>: Hazan

PucyHok 48. Beibop cepmugbukama nosne3osames

Mpw oTCyTCTBUM OLIMBOK, Ha3HaYEHHBIN cepTudukaT noasutcs B ctpoke Ceptudukar
nonb3oBaTens:

WM nonbzoeaTenn <{user>
Ponb <nonb30BaTeNby
Cnocod auTeHTUDUKALKK <3NEKTPOHHBI WABHTUBUKATOP W

WaMeHuTE napont
MUHUManbHaA ANWHa Napons <4>
MakcuManeHaa anuHa napona 32>

KonuuecTeo nombiTok BEOOA Napond 16>
CnoxHet naponb [1]
OrpaHWuuTe CpoK OEWCTBWA Napond [x]
ok aeucTeua napona (aHem) <30>
ucTeuet go: 2017-05-11 12:49:55
3NEeKTPOHHEIM WOBHTUDUKAETOP <Putokex 3UM:00000000342B84AT>
CepTusukaT nonb3osaTend <{user>

10 Bbibepute 3nemMeHT M3MeHUTb Napoib.

MNpumeyaHue. OrpaHnyeHUs, 4eNCTBYIOLLME NPU CO3AaHUN NapOoNs Ans 06bIYHOTO
nonb3oBaTens:

L MUWHWMaNbHaa ANVHa Napona — 4 cnmBONa;

*  MakKcMManbHasa ANMHa naposs — 32 cumBoa.
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OrpaHunyeHws, AeACTBYOLLME NPY CO3A4aHMW Napoas A agMUHUCTpaTopa 1 ayanTopa:

. MWHMManbHaaA ANVHaA Napoaa — 8 CMMBOJIOB;

L4 MaKCMMaabHaa AAVHa napond — 32 cumBona.

10.115 ncnonb3oBaHUs 60s1ee HajeXHOro Naposs yctaHosute Gaaxxok CNOXKHbIA Napob.

MpumeyaHue. Kputepuw, AeicTBYOLLME NPY CO34aHMMN CIOXKHOTO Napos:

. A/IMHa NapoJid HE MeHee 8 cMmBOIOB;

. MWUHVMYM OAVH 6yKBeHHbIl7I CMMBOJ1 B BEPXHEM PETrnCTpE;
L] MWHVMYM OAUH 6yKBeHHbII\/'I CMMBOJ/ B HUOXKHEM PEerncrpe,;
L] MWH/MYM OAUH CneucrnmBO;

®  MWHWMYM OAUH LMPPOBOI CUMBOJI.

11 Y6eautech, Uuto BCE NOAS 3aMOJHEHbI MPaBWUILHO, U BbibepnTe COXPaHUTb HAaCTPOMKW.

HﬂCTpOI:IKH NoNb30BaTend COXpaHeHb

Hasrute nwbyw KnaBuuy and npogonxeHHd

12 Haxmute ntobyto knasumuly, 3atem Esc anqa Boixoga B MeHro Monb3oBatenn.

I"Ipvl yCﬂeLUHOIz perncTtpaymnm nMma nosib3oBatena NnoaBuUTCA B CrNCKe TeKyw,Me noJib3oBaTeJin.
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PefakTnpoBaHMeE yUYeTHbIX 3anmMcen
NoOJIb30BaTeNnen

PesakTmpoBaHue Bcex Nnosen yuyeTHOM 3anmcy AOCTYMNHO TOIbKO AgMuHMcTpaTopy. MNoab3oBatento n
AyanTopy JOCTYNEH A5 U3MEHEHMWS TOJIbKO CBOW MapoJib, OCTabHble MapaMeTpbl CBOE YUETHOM 3anmcu

AOCTYMHbI INWb B PEXNME UTEHNA.

YTobbl M3MEHUTb napamMeTpbl yquHon 3anncy nonb3oBaTesid, BbiMONHUTE Caeayrouimne rCl,el‘/lICTBI/IﬂZ

1 Bowngute B pexxum HacTpoek ViPNet SafeBoot (cm. «Bxog B pexxum HacTpolikn ViPNet SafeBoot» Ha
ctp. 30).

2 B meHto pexurma HacTpoek BbibepuTe Monb3oBartenm.

3 B OTKpPbIBLUEMCA OKHE Bbl6epVITe N3 Ccnncka TeKyu.wle noJsib3oBaTteJsin NMA NoJib30BaTeNiA, AaHHble

KOTOpOro HeO6XOAI/IMO N3MEHNTDb.

4  BbINOMHUTE HEOBXOANMbIE U3MEHEHWS.

MpumeyaHue. MoAHBIN AOCTYN K HAaCTPOVKaM NONb30BaTeNs C ayTeHTUdUKaLMen no
3/IeKTPOHHOMY MAeHTndMKaTopy npegocTaBaseTcs nocie esoga PIN-koga.

5 Y6eputech, UTo BCE NOASA 3aNONHEHbI MPaBULHO, 1 BbibepuTe COXPaHUTb HaCTPOIKM.
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PefakTmpoBaHme yUYeTHOM 3amnmcu
MNONb30BaTENA C ayTEHTUOMKALMEN MO
SNEKTPOHHOMY MAEHTUDUKATOPY

BHeLHW B1A HAaCTPOEK YYETHOM 3anmncy Nosib3oBaTensa C ayTeHTUduKaumer no aneKTpoHHOMY
naeHtTndurkaTopy byser MeHATbCSA B 3aBUCUMOCTU OT UCMOb30BaHNA aZMUHUCTPATOPOM 31eKTPOHHOTO
naeHtndburkatopa n Beoga PIN-koza npu Bxoge B y4ETHYHO 3anuncb NOIb30BaTEN .

Ana pefakTMpoBaHMA YY4eTHON 3anmncK Noab3oBaTens ¢ ayTeHTuduKaLumen no 3neKTpPoHHOMY
NAEHTUOUKATOPY, BbIMOJHUTE CAeAytolwne AeCTBIA:

1 Bowngute B pexxuM HacTpoek ViPNet SafeBoot (cM. «Bxog B pexxum Hactpolikn ViPNet SafeBoot» Ha
cTp. 30).

2 [loaKnruUUTE INEKTPOHHBIA MAEHTUOMKATOP, HA3HAYEHHbIW MOJIb30BATENO.
3 B meHto pexuma Hactpoek Bbibepute Monb3oBatenwm.

4 B meHio Tekylime nosb3oBaTenn BoibepuTe U3 CNMCKa MMS MOJb30BaTENs, YUETHYHO 3amnuch

KOTOPOro Hy>XHO OTKPbITb.

MosBuTCa coobuieHre o HeobxoammocTu BBecTu PIN-kog.

Beeamte PIN:

5 Beeaute PIN-koga.

MeHH0 HacTpoeK MoJib3oBaTesis MPUMET CIeAyoLnIA BUA;

HacTporku non

<Putokex 3LIM:00000000342B84A7>
{user>

DOMKKH
Ypanute nonbsosatena

PucyHok 49. Bxoa B HacTpowikv nosb3osatensa ¢ BBogoM PIN-koga

6 [lpw Bxoae B yUYeTHYHO 3anuncb nosb3osaTens 6e3 Beosa PIN-kosa (3n1eKTPOHHbBIV nAEHTUDUKATOP He
NoAKNtOYEH), N3MeHeHne cepTudurKaTa Nonb3oBaTens byaer He AOCTYMHO.
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HacTpo#ku nonb3zosatens

Cnocofl ayTeHTUoUKaLMWK

:‘.ll"IE\’T[ZMZJHHt-IlH UABHTUDUKAETOD

-

keH 3L1:00000000342B8593>

CoxpaHUTh HaCTPOMKU
Ynanute nonb3oBaTena

PucyHok 50. Bxog B HacTpolikm nonb3oBatens 6e3 Beoga PIN-koaa (3/1eKTpOHHbIN naeHTudumkaTop He
noAKNHOYeH)

7 BbINOJHEHHbIE N3MEHEHUS HEOBXOAMMO COXPaHUTb, Bbibpas COXpaHWUTb HACTPOMKN.
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YaaneHue ydeTHbIX 3anmcen
NONb30BaTenen

UT0o6bl yAaAWTb YUETHYHO 3anuUCh NMOJb30BATESS, BbIMOJHUTE CeAyoWMne 4eCTBUSA:

1 Boligute B pexkuMm Hactpoek ViPNet SafeBoot (cM. «Bxoa B pexxum HacTpoliku ViPNet SafeBoot» Ha
ctp. 30).

2 B MeHto pexurma HacTpoek BbibepuTe Monb3oBartenm.

3 B oTkpbiBLIEMCSA OKHe BbibepuTe 13 cnvcka Tekylime nonb3oBaTenun 1M NoJib30BaTeNs, KOTOPOro
HeobXoAMMO yAaNnTb.

4 B okHe HacTtpoiiku nonb3oBatens Bbibepute Y aannTb nosib3oBarens.

MosBuWTCS CneayroLlas HaAMUCh:

Bbi UBepeHb , UTO HUSHO YianuTbh TekUlero nonb3osatenda?

Hasmute Enter ana ypanenua
Hasrute Esc ana oTHeHb

Mocne NOATBEPXKAEHUS YUeTHas 3anncb Nosib3oBaTens byaet yaaneHa.
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YnpasneHve ceptmpmkatTamm

KopHeBoli cepTndmKaT AOBEpPEeHHOro LieHTpa cepTudukaumnm 84
YcTaHoBKa KOpHeBOro ceptudvkata 85
YpaaneHne KoOpHeBoOro ceptudukara 86
Onepayunm co CNMCKOM OTO3BaHHbIX cepTudukaTtos (CRL) 87
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KopHeBOW cepTnomkaTt 0BEPEHHOIO
LeHTpa ceptmomKaLmm

KopHeBoli cepTndurkaT AOBEPEHHOrO LeHTpa cepTndmrKaLm - 3To cepTudukat, oT MMeHM KOTOPOro
BblAaoTCA cepTMdMKaThl Ha NPeANpPUATUANY, BKIOYas cepTUdMKaT Nonb3oBaTens, a Takke cepTudukarsl
BbILLECTOALMX LIeHTpOB cepTudumkaummn. Popmat ceptndukarta, ncnonbsyemoli B ViPNet SafeBoot —
¢dopmart X.509 (DER nan PEM). KopHeBble cepTrdurkaTbl MCMOAL3YIOTCA B CyYae ayTeHTUdMKaLnm
nonb3oBaTenei nNo sNeKTPOHHOMY uaeHTUdMKaTopy. B cnyvae ecam Takon Bug ayteHTUdGMKaLmMm He
MCnonb3yeTcs, yCTaHOBKa KOPHEBbIX CepTUdMKATOB He ABAfeTca Heobxoanmon. [ina nonyyeHns bonee
noapobHon nHpopmaLnm obpatntecs K AOKYMEHTaLMN LieHTpa cepTudukaLmnm, NCnoab3yeMoro Ha
BalLeM NPeAnPUATUN UAN B YNIOJHOMOYEHHYIO OpraHun3aLuio, NpeAoCcTaBAAoLWYO0 YOIy LIeHTpa
ceptudmrkaumnn.

MpumeuaHue. ViPNet SafeBoot nogaepskvBaeT ycTaHOBKY A0 YeTbIpeX KOPHEBbIX
cepTnduKaTos.
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YCTaHOBKa KOPHEBOro ceptndmkara

KopHeBoW cepTudukaT JOBEPEHHOTO LEHTPa CEPTUPUKALIUN - 3TO CcepTUPMKAT, OT UMEHWN KOTOPOTO Obin
BblJaH cepTuduKaT Noib30BaTesNs, a TakKe CepTUPMKaTbI BbILLECTOALLMX LIEHTPOB cepTudukaLmm.

YTobbI YCTaHOBUTb KOpHEBOIz CepTVI(I)MKaT, BbINOJIHUTE Ciegyoune AeﬁCTBMﬂZ

1 Boligute B pexkum HacTpoek ViPNet SafeBoot (cM. «Bxoa B pexxum HacTporiku ViPNet SafeBoot» Ha
ctp. 30).

2 B meHIo pexurma HacTpoek BbibepuTe KopHeBble cepTudunkarbl.
3 B otkpbiBlIEMCS OKHe BbibepuTe YcTaHOBUTb KOPHEBOW cepTuduUKar.

4 W3 cnucka Bblbepute daiin ceptndumkara.

KODHQBI)IQ CepTUDUKATDI

ArpDxe .efi
BdsDxe .efi
BootMode .efi

CapsuleRuntimeDxe.efi
ConPlatformDxe.efi
ConSplitterDxe.efi
Cpu.efi

1,4.<Enter>: Bubpatb 3nement <Esc>: Hasan

PucyHok 51. Beibop kopHesozo cepmugukama

BbI6paHHbI cepTndUKaT NOABUTCS B CNCKe YcTaHOB/IEHHbIE KOPHeBble cepTUdMKaThbI.
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YnaneHue KopHeBOro ceptmdmkaTa

Y106bl YAanunTb KOpHEBOW cepTuduMKaT, BbINOJHUTE CAeayrolme feACTBUS:

1 Boligute B pexkuMm Hactpoek ViPNet SafeBoot (cM. «Bxoa B pexxum HacTpoliku ViPNet SafeBoot» Ha
cTp. 30).

2 B MeHIo pexxuma HacTpoek BbibepuTe KopHeBble ceptudgukathbi.

3 B OTKpbIBLLUEMCA OKHE, U3 CMUCKa YcTaHOBJ/IeHHble KOpHeBbie cep'mq:om(a'rbl Bbl6epI/ITe Hy)KHbII7I

cepTudukar.

4 B oTKpbIBLLUEMCA OKHE, BbibepuTe YAanUTb TeKyL Ui KOpHeBoii cepTudunkar

BbibpaHHbIN cepTudukaTt ByaeT yaaneH 13 cnvcka YcTraHOBAEHHbIe KOPHEBble cepTudUKarhbl.
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Onepauym Co CnNMCKOM OTO3BaHHbIX
ceptnomkatos (CRL)

YcTtaHoBka CRL

Y106kl ycTaHoBUTL CRL, BBINOAHUTE CeaytoLLne AeACTBUS:

1 Bowngute B pexxum HacTpoek ViPNet SafeBoot (cm. «Bxog B pexxum HacTpolikn ViPNet SafeBoot» Ha
cTp. 30).

2 B MeHIo pexuma HacTpoek BbibepuTe KopHeBble ceptudgukathbi.

3 B OTKPbIBLUEMCA OKHE N3 CNKCKa YcTaHOBJ/IeHHble KOpHeBbie CepTVIq)MKaTbI Bbl6€pI/ITe Hy)KHbH7I

ceptndumkar.

KODHQBH@ CepTHDMRAThI

YcTaHoBUTE KOPHEBOW CepTHaMKaT

Ye TaHOBMeHHbIe KOpHeBble¢ CepTHOUKATH X

1,1,<Enter>: Bubpats anement <Esc>: Hazan

PucyHok 52. Beibop ycmaHoeneHHo20 cepmugbukama

4 B OTKpbIBLUEMCA MEHIO YCTaHOBNEHHOTO cepTudmKkaTa Bbibepute YctaHOBUTB/06HOBUTL CRL.

OTKpoeTCca CNNCOK AOCTYMHbIX Gannoe ana Beibopa.
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YpanuTe TeKUuMA KODHEBOM CepTHIMKAaT

Tekywan CRL: He ycrtaHoBnen

1,4, <Enter>: Bubpatb aneveHT <Esc>: Hazan

INFOTECS, INFOTECS TEST CENTER

Ynanuts CRL

ArpDxe.efi
BdsDxe.efi
BootMode . efi
CA.cer
CAl.cer

CapsuleRunt imeDxe .ef i
CheckLog .efi

PucyHok 53. Beibop ¢palina CRL

5

BbibepuTe Hy>XHbIN daiin CRL.

CepuiiHbln HoMep BblibpaHHoro CRL oTobpasutcs B none Tekywmit CRL, CRL 6yaeT yctaHOBAEH

O6bHoBneHMe CRL

Y1066l 06HOBUTL CRL, BbINOAHUTE CeaytoLLne AeACTBUS:

1

BoranTe B pexkum Hactpoek ViPNet SafeBoot (cm. «<Bxoa B pexum HacTpoiikm ViPNet SafeBoot» Ha
cTp. 30).

B meHto pexnMa HacTpoek Bbl6epMTe KOpHeBble CepTMq)MKaTbI.

B OTKpbIBLLUEMCS OKHE M3 CrUCKa YCTaHOBJ/IEHHbIe KOPHEBble cepTUdUKaTbIl BbiGEPUTE HYXKHBbIN
ceptudukar.

B OTKpbIBLLUEMCA MEHIO yCTaHOBAEHHOTO cepTudumKaTa Bbibepute YcTtaHOBUMTb/06HOBUTL CRL.
OTKpoeTcs CNMCoK AOCTYMHbIX GaninoB ana Bbibopa.
Bbibepute HyxHbIn daiin CRL.

CepwuiiHbln HOMep BblibpaHHoro CRL oTtobpasutcs B none Tekywmii CRL, CRL 6yaet o6HOBAEH.
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YnanexHne CRL

Ytobbl yaannte CRL, BbINOAHWUTE Cheaytolime AeACTBUS:

1 Boligute B pexkum HacTpoek ViPNet SafeBoot (cM. «Bxoa B pexxum HacTpoliku ViPNet SafeBoot» Ha
ctp. 30).

2 B meHIo pexurma HacTpoek BbibepuTe KopHeBble cepTudunkarbl.

3 B oTkpbiBlIEMCS OKHE U3 CcNUCcKa YCTaHOBAEHHbIe KOPHEBble cepTUdUKaThbl BbibeprTe HYXKHbIM
ceptudukar.

4 B OTKpbIBLUEMCS MEHIO YCTaHOBEHHOTO cepTudmKaTa Bbibepute Yaanutb CRL.

BbibpaHHbIn CRL 6yaeT yaaneH.
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YnpaBaeHme XypHaaoM CObbITUA

Hactpoiiku >xxypHana cobbITuii 91
MpocMoTp XypHana cobbiTuin 94
DKCNOPT 3anunceit XypHaia cobbITUl 95
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HacTtponku XXypHana cobbITUI

HacTpoiku XypHana cobbITUIA BKIOUAOT:
e PexunM XypHannpoBaHus:
o NpuW NepenoaHeHnn Jo6aBAATb 3aNNCK LIUKANYECKY;
o Npwv NepenosHeHNN NEPEHOCUTb XYPHaN Ha ANCK;
o BECTM XypHan Ha Ancke.
e YpoBeHb perncrpauumn cobbITUiA:
o NoapobHbIN;

o OCHOBHO.

YuypHan cobbiTui

lMpocHoTpeTs ¥ypHan
JxcnopTupoBaTe ¥ypHan

Pes ¥UpHANUPOBAHUA <npu nepenonteruu aobiaenats 3...>

MoppobHaa perucTpauua cobwiTui [1

Janonnenue sypHana: 1336 us 16384 bant (84)

1,4, <Enter>: Bobpatb anerent <Esc>: Hazan

PucyHok 54. MeHto ynpaeneHus Hacmpolkamu XypHana cobbimuli
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PexxiM «mpu nepenoHeHnn 400aBnATb 3anmcu
LIMKNNYECKN»

B pexume 3anucy cobbITUN «MpU NepenosIHeHUN A06aBAATb 3aNUCU LLUK/INUECKU»:
e ypHan xpaHutca B NVRAM-namsaru BIOS;

e  COObITUSA PETUCTPUPYHOTCA LIMKANYECKU, TO €CTb NMPW NEPENOSHEHUN XYPHaa, HOBbIE 3anucu
COBbLITUI 3aNNCbIBAOTCA Ha MECTO CaMblX CTapbIX 3anvcew;

® [PV NEpPeKNOYEHNN PEXMMA Ha «BECTU YKYPHaI Ha ANCKe», PEKOMEHAYeTCA 3KCNopTMPOBaTh
>XypHan Ha USB guck.

MprmeyaHue. MNpu NepekNtoYeHNN Ha PEXNM «BECTU XKYPHa Ha AUCKe», MOABUTCA
yBeZlOMJIEHVE O HEOHXOAMMOCTIN IKCMOPTUPOBATHL XYpPHa. s NPOAOCANKEHNA HYXXHO
HaxxaTb Enter, gna otmeHbl — Esc.

Mepeg 3kcnopTom XypHana nogkntounte USB anck n HaxkxmmTe Enter. B pesynbTaTe:

® Tekywwui xypHan byaet BbirpyxeH n3 NVRAM Ha USB guck;
®  peXuM XypHanumpoBaHua byseT nepeBeseH Ha «BECTU XKYPHan Ha AUcKe»;

® Ha nokanbHoMm aucke B KaTasore efi\infotecs\log 6yzet co3gaH HOBbIN XypHan,
1 BCe 3anuncu ByayT BeCTUCh B Hero.

B ciyyae otkasa ot skcnoprTa:
e TekyLwuii XXypHan coxpaHseTcs B NVRAM;
®  pexXuM XypHaauposaHua byjeT nepeBejeH Ha «BeCTU XKYpPHas Ha AUCKe»;

® Ha nokanbHoM auvcke B kaTasiore efi\infotecs\log 6yzeT co3gaH HOBbLIN XypHan,
¥ BCe 3anuncu byAyT BECTUCh B HEro.

PeXmM «mpu nepenoiHeHnn NepeHOoCUTb XYPHaN Ha
ANCK>»

B pexxvme 3anucu cobbiTuiA «NPU NepenoJiIHeHUU NePeHOCUTb XXYPHaa Ha AUCK»:
e >xypHan xpaHutca B NVRAM-namartu BIOS;

e B C/lydae, eC/in XypHan 3anosHeH bosee yeM Ha 85%, npun Bxoge B CNCTEMY BblAAETCA
COOTBETCTBYHOLLEE MNMpefynpexXaeHne,;

e MpUV NEPENOIHEHUN XYPHaNa, BXOA B CUCTEMY NOJib3oBaTesel 610KMPYeTCs 40 TeX nop, noka
aAMVHMCTPATOP He 3KCMOPTMPYET 3amnncy XXypHana;

e [Py NepekItoYeHMN pexnmMa Ha «BeCTU YKypHas Ha ANCKe», PEKOMEH/yeTcs 3KCNopTMpOoBaTh
>XypHan Ha USB-Hocutenb (CM. mpumeYaHue BblLLe).
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Pexxmm «Bectm XYPHaA Ha ANCKE

B pexxvme 3anuncu cobbiTUi «BECTU XKYPHaN Ha AUCKe»:
e XXypHan xpaHutca Ha gucke (EFI System Partition) B katanore EFI\Infotecs\Log\;

® NpWV NEPEKTHOYEHNN PEXMMA Ha APYrOK, HOBbIW XypHan HaumHaeT Bectucb B NVRAM-namsaTn BIOS
C Hyns (CTapbl XXypHan OCTaeTcs Ha ANCKE).

I3MeHEeHWe HaCTPOEeK XypHana CobbITnM

YT06bI M3MEHUTL HACTPOWMKW XXypHaaa cobbITUIA, BbIMOAHUTE Cleaytowme 4eCTBUS:

1 Boligute B pexkum HacTpoek ViPNet SafeBoot (cM. «Bxoa B pexxum HacTporiku ViPNet SafeBoot» Ha
cTp. 30).

2 B meHI0 pexxnmMa HacTpoek BbibepuTe XKypHan cobbiTuid.
3 [ndA n3MeHeHus pexunma 3anmcu cobbiTnin BoibepuTe PeXXum >XypHannpoBaHUs.
B oTkpbIBLUEMCA CNUCKe BbIGEPUTE HY>KHBIA PEXKMM.

4 177 U3MEHEHUs YPOBHS PErMcTpaLMm cobbITUIN ycTaHOBUTE MK cHUMUTE dnaxok Moapo6bHas
perucrpaumnsa cobbituii.
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[1pOCMOTP XypHana cobbITHI

OT0bpaxeHune 3anmcen XXypHaia cobbITUIA 3aBUCUT OT BbIBPaHHOIO pexxmnma 3anucu cobeiTnin. B cayuae,
KOrAa >KypHan cobbITUI BEAETCA B LIMKIMUYECKOM PEXMME 3arnncu Wian nNpu nepenosHeHn NepeHoCcuTcs
Ha AMCK, TO B PEXUME NMPOCMOTPA OTOBpakatoTcs 3anmcu XypHana cobbituii 13 namatn ViPNet SafeBoot.
B cnyuae, ecnm XXypHan BefeTcs Ha AWCKe, TO 0OTOOPadKaroTCs 3anmcK >XKypHana cobbITUA Ha AncKe.

Y106bI MPOCMOTPETH 3aMNCK XXYpPHaia cOBbITUI, BbINOAHUTE CAeAytoLLne AeACTBUS:

1 Boligute B pexkuMm Hactpoek ViPNet SafeBoot (cM. «Bxoa B pexxum HacTpoliku ViPNet SafeBoot» Ha
cTp. 30).

2 B MeHIo pexurMa HacTpoek BbibepuTe XKypHan cobbiTuid.

3 B otkpbiBlIEeMcs okHe BbibepuTe MpocMoTpeTb XKypHan.

LiBeT WwpundTa npn oTobpaxkeHN Kaxkaon 3anmcn perncTpupyemMbix COObITUN COOTBETCTBYHOT CeAYHOLLMM

YPOBHSAM:
e  KpacHbIl — owmbka (error);
e Genbii — 06bIYHan nHopmauus (info/audit);

® KenTbll — feTann3npoBaHHas nHpopmauums (details);

3anvcu TMna «AeTannsvpoBaHHas nHbopmauus» npesHasHaueHsl A5 nepegaym paspabotunkam B
LeNIfiX AMarHOCTUKM BO3MOXKHbIX MPobaem.
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JKCMOPT 3armcen XypHana cobbITni

DKCMOPT 3anncen xypHana cobblTUIA OCyLLECTBAAETCA Ha NepBbld HalaeHHbIN USB-HocuTens B
dumkcmpoBaHHbIN Galin itsblog.txt (B kopeHb pazgena), Takxke Ha ancke noseaseTcs Gann C NOAMUCHIO
itsblog.sig.

YT06bI 3KCNOPTUPOBATL 3aNUCK XXYypPHaia cOBbITUI, BbINOAHUTE Clesytolme 4eACTBUS:

1 Boligute B pexkum HacTpoek ViPNet SafeBoot (cM. «Bxoa B pexxum HacTporiku ViPNet SafeBoot» Ha
ctp. 30).

2 B MeHIo pexurMa HacTpoek BbibepuTe XKypHan cobbiTuid.

3 B otkpbiBlIEMCS OKHe BbibepuTe IKCMNOPTUPOBATb XXKYpPHa.

MpumeuaHus.

1 B pexwume 3anumcu cOBbITUN, KOTAA XypPHa Npv NepenosHeHN NepeHoCUTCs Ha
AMUCK, 3KCMOPTUPOBaHUE XypHana cobbITUIA MOXET BbIMOJHWUTL TONbKO
AamunHncTpatop nan Ayautop.

2 Ecnun nepenonHeHwue XypHana NponcxoanT Ao npoLleaypbl ayTeHTudukaumm
UAn B npouecce paboTbl Nonb3oBatens (He AgMUHUCTpaTopa U He AyanTtopa) —
XypHan 610KMpyeTcs, BblgaeTca coobLieHe 0 610KMPOBKE XypHana Ha 3KpaH
W BO BHYTPEHHWUI XYpPHaA, JasbHENLLNE 3aMUCKU BO BHYTPEHHWIA XYpPHa
UrHopupyrotcs, ayteHTudmKaums MNonb3oBatenein 6aokmpyetcs.

3 Ecnv nepenonHeHme XypHana NPoNCXoANT nocae ayTeHTudunkaumm
Monb3oBaTens — cucrema 6a0kMpyetcs. B faHHON cuTyaLm ypHan JOAXeH
3KCnopTUpoBaThca AAMUHUCTPATOPOM UK AyaNTOPOM.
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CobbITHA, perncTprpyemMble B
ViPNet SafeBoot

N2 n/n

10
11
12
13
14
15

16

™n cobbITuA
owmnbka
owmnbka
owmnbkKa
AeTaNbHbIN
owmnbka
owmnbka
nHpopmaums
nH$popmauumsa
nH$popmaumsa
nH$popmaumsa
nHpopmaums
nHpopmaums
nHdpopmauums
nHdpopmauums
nHdpopmauums

owunbkKa

TekcT coobuieHmns

Henopaepxvsaemas Bepcua bl koHpurypauumn NMA3
B/l koHdurypauun NMM/3 nepenonHeHa
Ownbka nHnumanmnsauum ltintegrMgr
Owwnbka dopmata daina noanmcu
LlenocTHOCTb 31emeHTa HapyLueHa
DNEMEHT He HanzeH

AnemeHT cHAT ¢ KL (pexum obyuyeHns)
HezaperncrpupoBaHHbIli 31eMeHT
XypHan akcnoptuposaH

XypHan 3anonHeH u 3ab10KkMpoBaH
XKypHan nepecosgaH

YcTaHoBKa OBHOBAEHMS...

Crapt NMMA3

Cucrema nepesarpy>xeHa

Cuncrema BbIkIKOYEHa

HeBepHoe cuctemHoe spems
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N2 n/n T™N cobbITuA TekcT coobuieHuns

17 nHopmauusa CncremHoe Bpems N3MeHeHO AAMUHUCTPATOPOM

18 AeTaNbHbIA Mogaynb BepnduumnpoBaH

19 AeTaNbHbIA Mogynb BbIrpy>xeH

20 owmnbka Owwmbka BbIrpy3ku MOAy NS

21 AeTaNbHbIN Mogaynb 3arpy>xeH

22 owmnbka Owwnbka dopmata Mmozyns

23 owmnbka HesepHas nognuncs moayns

24 owmnbka Pabouas gupektopwus MM/A3 He HangeHa

25 owmnbka Pabouas gupektopusa NMMA3 nHuumanmsposaHa

26 nHopmauusa ABTOMaTMYECKU BXOZA B CUCTEMY

27 nHopmauusa Cncrema BbIKIHOUYEHA: UCTEK/IO BPEMS CECCUM
ayTeHTUdpunKaLmm

28 nHopmauusa Cncrema BbIKAHOYEHA: MPEBbILLEHO KOMYECTBO MOMbITOK

ayTeHTUdMKaL MM 3a ceccuto ayTeHTUdmKaLmm

29 nHopmauusa Cnctema BbIKIHOYEHA: MPEBBILEHO KOMYECTBO
AOMNYCTUMbIX HEBEPHbIX MOMbITOK ayTeHTUdUKaLUK

30 nHpopmaums MpeBbILEHO KOANYECTBO AOMYCTUMbIX HEBEPHbIX
nonbITOK ayTeHTUdMKaumu: 3arpyska OC 3abnokmposaHa

31 nHdpopmauusa CyeTumK JONYCTUMbIX HEBEPHbIX MOMbITOK
ayTeHTUdUKaLmm cbpoluen: 3arpyska OC pa3pelueHa

32 owmnbka MNMonb3oBaTtens He cylecTByeT

33 nHpopmaums MonbiTka ayTeHTUdUKaLMK B
HeVHULManM3npoBaHHOWK/3a610KMPOBaHHON cucTeMe
(pa3pelueH BXOA TONbKO AAMUHUCTPATOPY)

34 owmnbka HeBepHbIli naponb

35 owmnbka Monb3oBatesb 3abnokmposaH

36 owmnbka Cpok Ae/cTBMA Napoas Nonb3oBaTeNs Ucrtek

37 owmnbka HeBepHebiin PIN cmapT-kapThl

38 owmbka CmapT-KkapTa nosib3oBaTens He NoAK/atoyeHa

39 owmnbkKa CepTudmkaTt nosb3oBaTtens He HalifieH

40 owmnbkKa Ownbka BepndurKaLm cepTudukara noab3oBaTens
41 nH$popmauua AAMUHUCTPATOP ayTeHTUPMLUMPOBaH

42 nH$popmauua AyanTtop ayTeHTMOULIMPOBaH
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N2 n/n
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72

73

™MN cobbITUA
nHopmauusa
nHpopmaums
nHpopmaums
nHpopmaums
nHopmauusa
nHopmaumsa
nHpopmaums
nHpopmaums
nHpopmaums
nHopmauusa
nHopmauusa
nHpopmaums
nHpopmaums
nHpopmaums
nHopmauusa
nHopmauusa
nHpopmaums
nHpopmaums
nHpopmaums
AeTaNbHbIN
owmnbka
nHpopmaums
AeTaNbHbIV
owmnbka
nHdpopmauusa
nHdpopmauusa
nHdopmauua
nHdopmauua
nHdopmauua
nH$popmauua

nH$popmauusa

TekcT coobuieHuns

MNMonb3oBaTtens ayTeHTUOULMPOBAH

Onuwmm 3arpysku NMMA3 40aXKHbI 6bITb HACTPOEHBI
Pexxvnm 3arpysku nameHeH

N3meHeHo ycTpolicTBO 3arpy3ku (legacy)

Pazpen ESP nameHeH

EFl-3arpy3unk nameHeH

O6HoBAEH cnucok pa3genos Ha KL

Pa3gen nocraeneH Ha KL,

Pa3zagen cHat c KL,

JneMeHT nocTaeseH Ha KL,

dneMeHT cHAT ¢ KL,

KomnoHeHT noctaeneH Ha KL|,

KomnoHeHT cHAaT ¢ KL,

M3ameHeH ANCK ANA KOHTPOISA 3arpy30UHbIX CEKTOPOB
KoHTposb xxypHana TpaH3akuymin ®C BkItOYEH
KoHTposb xxypHana TpaH3akumii C BbIkAOUEH
Pexxum obyuenuns KL, BkaroueH

Pexxum obyuenwns KL BbikatoueH

StanoHbl KL KoOMNOHEHTOB cMCTEMbI OOHOB/IEHDI
LlenoctHOCTb aneMeHTa 3aBepeHa

STaNoHbl KOMMOHEHTa He HalgeHbl

LLenocTHOCTb KOMMNOHEHTOB CUCTEMbI 3aBepeHa
XKypHan TpaHsakumnin ®C nyct

XypHan TpaH3akumin ®C He nyct

JobaBneH nonb3oBaTenb

Monb3oBatens yaaneH

M3meHeH T1n ayTeHTMdMKaLmm nonb3oBaTens
Maposb nonb3oBaTens n3MeHeH

HacTpolikn napons nosb3oBatens U3MeHeHsbI
Maponb nonb3oBaTens M3mMeHeH ALMUHUCTPATOPOM

Cwma PT-KapTa Noab30BaTeNa MHULNannM3npoBaHa
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N2 n/n
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
920
91
92
93
94
95
96
97
98
99
100
101

102

103

™MN cobbITUA
nHopmauusa
nHpopmaums
nHpopmaums
nHpopmaums
nHopmauusa
nHopmaumsa
nHpopmaums
nHpopmaums
nHpopmaums
nHopmauusa
nHopmauusa
nHpopmaums
nHpopmaums
nHpopmaums
nHopmauusa
owmnbka
nHpopmaums
owmnbka
nHpopmaums
nHdpopmauua
nHdpopmauua
nHpopmaums
nHpopmaums
nHpopmaums
nHdpopmauusa
owmnbka
owmnbkKa
owmnbkKa

ownbka

nHdopmauua

TekcT coobuieHuns

N3meHeHa cmapT-kapTa nosnb3oBaTtens

M3meHeH cepTndukat nosb3osartens

V3meHeH pexxnM XypHanMpoBaHus

V3meHeH ypOBeHb XypHannpoBaHua

YcTraHOBNEH KOPHEBOW cepTUdUKaT

KopHeBoli ceptndmkar yaaneH

CRL ycTaHOBAEeH/06HOB/IEH

CRL yaaneH

Bxoa B pexum Hactpoek BIOS paspeleH

Bxog B pexxum HacTpoek BIOS 3anpeLieH

3awwmTa SPI flash BkatoueHa

3awwmTa SPI flash BbikatoueHa

3awumTa S3 bootscript BkItoUeHa

3awmTa S3 bootscript BbikIOUEHa

b, koHdurypaumm NMMA3 skcnoptnposaHa
Owwnbka npwu skcnopte bl konpurypaummn NMA3
B4, koHdurypauum NMMA3 nmnoptuposaHa
Owmwnbka npu nmnoprte b/} koH$urypauun NMMA3
OrpaHunyeHune ceccnn ayTeHTUOUKALMM BKAHOYEHO
OrpaHuyeHne ceccum ayTeHTUOUKALLMW BbIKIHOYEHO
Bpemsa ceccmmn ayteHTUdMKaLMN N3MEHEHO
ABTOMATMYECKUI BXOZ, B CUCTEMY paspeLLeH
ABTOMATMYECKUI BXOZ, B CUCTEMY 3ampeLLeH
Bpems 40 aBTOMaTUYECKOro BXo4a B CUCTEMY M3MEHEHO
EFI-3arpy3uvk Bo3Bpatua ynpasaenve NM/J3
HaligeHo Heckonbko paszenos ESP

Owwnbka BepudumkaLmm naketa o6HOBNEHUS
HeBepHas Bepcusa naketa 06HOBAEHUSA

MakeT 06HOBNEHWS HE COOTBETCTBYET TEKYLLEN
nnatbopme

MakeT O6HOB/NIEHUSA YCTaHOBJIEH
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N2 n/n T™N cobbITuA TekcT coobuieHuns

104 owmnbka Owwbka npun yctaHOBKE NakeTa 06HOBAEHUSA
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BO3MOXHble HEenoaakm u
CNOCODbI VX YCTPaAHEHMS

Cuncrema 3abnoknpoBaHa 102

Monb3oBatenb 3a610KMpPOBaH 103
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Cncrema 3abnoknMpoBaHa

BAoKMpOBaHWIO CUCTEMBI MOXET MPUBECTU OfHA U3 CeAyHOLLMX MPUUMH:
e HapylueHa UesoCTHOCTb ONePaLMOHHON CUCTEMBI AN OOBEKTOB, MOCTABIEHHbIX Ha KOHTPOIb;
e HapylueHa LesoCTHOCTb COCTaBa anmnapaTHbIX CPEACTB, MOCTaBAEHHbIX Ha KOHTPO/Ib;

e XypHan cobbITUA NepenoNHeH.

HapyLueHa LenoCTHOCTb OnepaLOHHON CUCTEMbI UM
0OBEKTOB, MOCTABAEHHbIX Ha KOHTPOb

BozmorkHasa npuumnHa: ObHapy>XeHO NOBPEXAEHNE NI HECAHKLIMOHMPOBAHHAs 3aMeHa NOCTaBAEeHHbIX
Ha KOHTPO/Ib O6BHEKTOB.

PeweHune: Heo6X0AMMO YCTPaHWTb HapyLLEHWUS B MOCTaBJEHHbIX Ha KOHTPOJIb OB BbEKTaX.

B cnyuae, ecnn nameHeHus 66111 NpPaBOMEPHbI, BbINOJHUTL NepecyeT KOHTPOJIbHbIX CyMM (CM. KOHTposb
LLeNIOCTHOCTN Ha cTp. 47).

HapyLueHa LENOCTHOCTb COCTaBa aliraparHblxX CPEACTB,
MOCTaB/IEHHbIX Ha KOHTPO/1b

BoamodkHasa npuumHa: K komnbtoTepy 6b110 NOAKAOUEHO uan oTkatoueHo PCl ycTtpoictso npwm
BKJIOUEHHOW B MeHt0 HacTporiku ViPNet SafeBoot onuun koHTpoas annapaTHbIX CPeacTB.

PeweHne:; Heo6x0,u,|/||v|o npoBepPUTb COCTaB NOAK/IKOYEHHbIX annapaTHbIX CPeACTB, OTK/IHOUYNTb
HENMnpaBoOMepPHO NOAKJNHYEHHOE yCTpOI;ICTBO nan NoAKNHOYUTb HEO6XOAVIMOE.

B cnyuae, ecnm PCl ycTponcTBO ObII0 NOAKAHOYEHO NAN OTKAKOUEHO NPaBOMEPHO, HEOBXOAMMO
nepecymTaTb KOHTPOJIbHbIE CYMMbI UM OTKAKOUNTb OMNLMIO «KOHTPOb KOHOUI. npocTpaHcTBa PCl» (cm.
KOHTpOAb LLenocTHOCTU Ha cTp. 47).

XypHan cobbITu nepenonHeH

Bo3mo>kHaa npuumHa: B ciyyae nepenosHeHUs XypHana cobbiTUiA 3arpy3ka onepauoHHOW CUCTEMBI
6yZeT OCTaHOBJIEHA C COOBOLLEHMEM O NEPENOSHEHUN XYypPHana.

PeweHue: AgmuHucTpaTopy nav Ayantopy HeobxoAnMO 3KCMOPTUPOBATL XKypHaa CObbITU nan
N3MEHUTb PEXNM >XXYPHANINPOBaHMNA Ha «MPW NepenosHeHnn Jo6aBaAATb 3aMUCK LIUKINYECK»
(cM. YnpaBneHwue xypHanom cobbitnii Ha cTp. 90).
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[lonb30BaTenb 3a610KMPOBaH

OCHOBHblEe NMPUYMHBI BIOKMPOBaHWS MOJIb30BaTENS:
e [lpeBbIWEHO AOMYCTUMOE KOJAMYECTBO HEeYauHbIX MOMbITOK ayTeHTUbUKaLNY;

e Bpems gelicTBMA Napoas Nosib3oBaTeNs UCTEKO;

|—|peBb|LI_I€HO AOCMYyCTMMOE KONNMYECTBO HEYAaYHbIX
MOTMbITOK ayTeHTI/ICI)I/lKaLLI/II/I

Bo3morxHan NpUYnNHa:
L] MonbiTka HECaHKLMOHNPOBAHHOIO A0CTyMa;

e [lonb3oBaTenb 3abbli CBOW YUETHbIE JaHHbIE.

PeweHue: AgMuHMCTpaTOPy HEO6XOAMMO BOMTM B MEHIO YMPaBAEHWUA YYETHbIMMN 3aNnCAMM
nosb3oBaTenemn n U3MeHWUTb MNaposib UAN CNocob ayTeHTUPMKaLLMM 3aBN0KMPOBAHHOIO MOJIb30BaTeNA
(cM. ¥YnpaBneHue yYeTHbIMU 3anncamMmn noab3oBaTenei Ha cTp. 59).

Bpems aencTBmns napona nonb3oBaTensa Mctekao

Bo3morkHasa npuuunHa: B yuetHoM 3anucy nosb3oBaTens ycTaHOB/EHa OMLMs OrpaHUUYEHNs Cpoka
AEVCTBUA Mapons.

PeweHue: Mpu HeobX0aMMOCTM ASMUHMCTPATOPY CeayeT MPOAAUTL CPOK AEWCTBMA Napons (CM.
YnpaBnieHune yuyeTHbIMW 3anncsiMU MoJIb30BaTeNen Ha cTp. 59).
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[ noccapum

AaMUHUCTpaTOP

Jlvuo, obnagarolee NpaBoOM 3arpysky onepaunMoHHON CUCTEMbI, MPAaBOM AOCTYMa B PEXMM HaCTPOKM
ViPNet SafeBoot 1 oTBeuatoLLiee 3a HaCTPOIKY 1 OBHOBAEHNE.

Ayautop

JNlnuo, obnagatoLee NpaBoM 3arpy3ki onepaLivioHHOM CUCTEMbI U OFPaHWYEHHbIM JOCTYNOM B pexxmme
HacTpoiikn ViPNet SafeBoot (MpocMOTp 1 3KCMOPT 3anucei xypHana cobbITUA, CMeHa COBCTBEHHOTO
napons).

Kntou npoBepku 31€KTPOHHOM NOANNCH

B cooTBeTcTBMU C PegepanbHbiM 3aKkoHOM N 63-03 «O6 aneKTpoHHONM noanucu» ot 6 anpena 2011 r.
KNHOUYOM MPOBEPKMN 31EKTPOHHON MOAMMUCK Ha3bIBAETCA OTKPLITHIN KAFOU, KOTOPbIN ABAAETCA He
CeKPeTHOW YacTbio Mapbl aCUMMETPUYUHBIX KAKOUYEn 1 NpeAcTaBaseT coboin yHNKaNbHYHO
nocnesoBaTeNlbHOCTb CMMBOJIOB, OJHO3HAUYHO CBA3AHHYIO C 3aKPbITbIM KAFOUYOM W NMpefHa3HayYeHHYo AN
NPOBEPKM NOAIMHHOCTM SNEKTPOHHOM NOAMNCK.

Ceptudukar nigarena

CepTuduKaT yA0CTOBEPAIOLLETO LIEHTPA, KOTOPbLIM 3aBEPSAOTCA M3jaBaeMble cepTUdUKaThI.

Cneuycunmson

NMoboin nevaTHbIn cumBoa 6azosow Tabamubl ASCII (0-127), He ABastoLmMIAca LMdpoin 1 Bykso
natnHckoro andasuTa:

! l#ES ] % &)
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DNEeKTPOHHBIN naeHTudmKaTop

MepcoHanbHOe yCTPOMCTBO AOCTyNa K MHPOPMaLIMOHHBIM pecypcam, NpejHa3HayeHHoe AN
6e30nacHOro XxpaHeHns 1 NCNoAb30BaHNA Napoaew, LdpoBbIx cepTUPUKaTOB, Ktouel WNPpoBaHma U

3J'IeKTpOHHOI7I noanncu.
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