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37107 AOKYMEHT BXOAWT B KOMMJIEKT NOCTaBKKM NPOrpaMmMHOro o6ecnequMﬂ, M Ha Hero pacnpocTpaHArTCA BCe yCN0BUA
JINLUEH3NOHHOrO cornatlleHusa.

Hwu ogHa 13 YacTel 3TOro fokyMeHTa He MOXeT ObITb BOCNPOW3BeaeHa, onybMkoBaHa, COXpaHeHa B 3N1eKTPOHHOM 6a3e AaHHbIX
AN nepegaHa B 1060 popme nav NHobbIMU CPeACTBAMU, TaKUMM Kak 3NeKTPOHHbIE, MeXaHyeckue, 3anvcbiBatoLLe an nHade,
ans nrobon Lenv 6e3 npeaBapuTeNbHOrO NMcbMeHHOro paspeleHns OAO «NHoTeKC».

ViPNet® siBnsieTcs 3apermcTpupoBaHHbIM ToBapHbIM 3HakoM OAO «HpoTeKC».

Bce Ha3BaHWs KOMMaHW 1 NPOAYKTOB, KOTOPbIE ABNAIKOTCA TOBAPHbIMW 3HakKaMu NN 3aperncTpupoBaHHbIMU TOBapHbIMU 3HaKaMW,
nprHaanexat CoOoTBeTCTBYHLWWM BAaAebLaM.

OAO «MHpoTeKC»

127287, r. Mocksa, Ctapbiin MeTpoBcko-PasymoBckuii npoesa, gom 1/23, ctpoeHue 1
Ten: (495) 737-61-96 (ropsavas avHua), 737-61-92, dakc 737-72-78

Cant komnanHumn «MHdoTeKC»: (http://www.infotecs.ru)

DNeKTPOHHbIN agpec cyx6bbl noaaepsxku: hotline@infotecs.ru
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O O0KymMeHTe

B naHHOM flOKyMEHTE NpuBEAEHbI CBEAEHNS O HAa3HAYEHUN MPOrPaMMHOro Kommekca «[porpaMmmHBbIn

MoZyab foBepeHHo 3arpy3ku ViPNet SafeBoot» ®PKE.00180-01 (zanee — ViPNet SafeBoot), ycnosus u

nopsAoK paboTbl, ONMcaHMe NPOoLEeAypPbl ayTEHTUPUKALMN NOAb30BATENS, @ TakKe NepeyeHb
coobLeHWI, BblZaBaeMblx Nofb3oBaTento B xose pabotol ¢ ViPNet SafeBoot, n onvcaHune gencrsui,

KOTOpble cneayet npeaAnpuHATbL NPy NOABAEHNN 3TUX COO6LLI,eHVIIz.

,ﬂ,ﬂﬂ KOTo npeiHasHaveH 40KyMEHT

HaCTOFILLI,ee PYyKOBOACTBO npegHasHavyeHo Ana no/ab3oBaTesel, Ha pa6oqu MecCTax KOTOPbIX YCTaHOBJIEH

nporpammHbIn komniekc ViPNet SafeBoot.

CornaweHma 10KkyMeHTa

Hunxe nepeyncieHbl cornaweHna, NpuHATble B 3TOM JOKYMEHTE A4 BblAeNEHNA I/IHq)OpMaLI,I/II/I.

Tabsuya 1. O603Ha4YeHUs, UCNOb3yemMble 8 NPUMEeHaHUSIX

O603HaueHue OnucaHue

/‘\\g BHuMaHue! Yka3biBaeT Ha 0643aTesibHOe ANS UCMONIHEHVA UV CNe0BaHNA AeNCTBUE
AN nHopmMaLumio.

MpuMeuaHue. Yka3blBaeT Ha Heobs3aTeNbHOe, HO XenaTeNbHOe A1 UCMONHEHUA UK
CnefioBaHUA AencTBue Nan MHPopMaLuio.

CoBeT. COeP>XXUT JOMOJHUTENbHYH MHPOPMaLMIo 0bLLero xapaktepa.

Tabauya 2. O603HayeHus, ucnosb3yemele 0/ 8bideneHUs UHpopMayuu 8 mekcme

0O603HaueHmne

HasBaHue

KnaBuwa+Knasuiia

MeHto > MNogmeHo >
KomaHaa

Kon

OnucaHue

Ha3BaHwue anemeHTa MHTep¢e|7|ca. Hanpvlmep, 3aroJIOBOK OKHa, Ha3BaHune
nona, KHOMNKW nian Knasuilin.

CoueTaHue knaBuLl. YTobbl MCNOB30BaTh COUYETaHNE KnaBuwl, cheagyer
Ha>kaTb NepBYyro KnaBuLy 1, HE OTNYCKaA €€, HaXaTb BTOPYHO KnaBuLly.

Nepapxuueckas nocnesoBatenbHOCTb 31€MEHTOB. Hanpumep, NyHKTbl MeHHO
WAW pa3genbl Ha MaHesn HaBuraumm.

Nms danna, nyts, dparmMeHT TekcToBOrO daiina (Koga) nav KomaHaa,
BbIMO/JIHAAEMAs U3 KOMaHZAHOM CTPOKM.
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O ViPNet SafeBoot

Obnactbto npumeHeHnsa ViPNet SafeBoot saBaseTca nocTpoeHne aBTOMaTU3UPOBAHHBIX CUCTEM,
npesHas3HayeHHbIX AN 06paboTkn MHPOPMaLMK OrpPaHUYEHHOro AOCTyNa, NyTeM obecneveHmns
[JOBEPEHHOW 3arpy3Kn onepaLMoHHON CUCTEMBI.

Ha3sHaueHre ViPNet SafeBoot

MporpammHbIi komnaekc ViPNet SafeBoot npegHasHaueH ans ngeHtndukauum v ayTeHTUdunKaLmmn
nosb3oBaTeNel, pasrpaHMUeHns JOCTyna Ha OCHOBE POJIel, a TakKe OpraHu3aunm JOBEPEeHHOW 3arpysKku
onepayyoHHOW CUCTEMBbI.

ViPNet SafeBoot obecneurBaeT noBbiLEHNE YPOBHSA H€30MacHOCTU PaboTbl NyTeMm:
e aBTOpM3auuK Ha ypoBHe BIOS a0 3arpy3kun OCHOBHbIX KOMMOHEHTOB OMEPaLMOHHON CUCTEMDI;

e  KOHTPOAS LENOCTHOCTU Ha ypoBHe BIOS, 3awuuiaemMbix KOMMNOHEHTOB ONePaLMOHHOW CUCTEMbI U
annapaTtHoro obecneveHus.

L] 6ﬂOKMpOBKI/I 3arpyskum HeLTaTHOM Konuu OI'IepaLI,I/IOHHOI\;I CNCTEeMbI.

CucTeMHble TpeboBaHMA

TpeboBaHusa K koMnbtoTepaM s yctaHoBku ViPNet SafeBoot:

e T[lpoueccop — X86 coBMeCTUMbIV C NOAAEPXKKOM pexxnma x86-64 (AMD64/Intel64), yactoTa ot 500
MIy;

o CucremHas nnata — onpegensercsa ucnoaHeHnem ViPNet SafeBoot, coBmecTMmMocTbio €
ncnosib3yembiM npoueccopom; BIOS nsatel goskeH cooTBeTcTBOBaTh cneumdmkaumm UEFI Bepcuu:
2.3.1,24; 2.5, 2.6;

e BuaeokapTa — gMCKpeTHas UAWN BCTPOEHHas;
e (O6beM onepaTUBHOM NamsaT — He MeHee 1 [6alT;

e KecTkuii guck — obbeM Aucka onpegenseTcs TpeboBaHUAMM ycTaHoBaeHHON OC.

MexaHun3m 3awmtbl BIOS (B wacTn 3awmtel MukpocxeMbl BIOS oT nepesanuncun) noaaepxusaertcs ana
ymnceToB Intel, npuBeaeHHbIX B Tabanue Huxe. Mpu ncnonssoaHmm ViPNet SafeBoot Ha naatdopmax ¢
APYTUMU YymnceTammn Heobxoaumo obecneunTb HEBO3MOXXHOCTb Nepe3anmcn Mukpocxemsl BIOS apyrumm
cpefcTBaMu, eC/i 3TO He BbIMOJHEHO MPon3BoAnTENEM MAaTGOPMBbI.

chipset vendor id device id
Intel B85 0x8086 0x8C50
Intel Lynx Point LP Premium 0x8086 0x9C43
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chipset

Intel Bay Trail

Intel C224

Intel C60x/X79

Intel C610/X99 (Wellsburg)
Intel H87

Intel H97

Intel H170

Intel B150

vendor id

0x8086

0x8086

0x8086

0x8086

0x8086

0x8086

0x8086

0x8086

device id
OxOF1C
0x8C54
0x1D41
0x8D44
0x8C4A
0x8CC6
0xA144

0xA148
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ObpaTtHad CBA3b

[lononHuTenbHasa MHGopmaLms

CBeseHus o npoayktax u peweHusax ViPNet, pacnpoctpaHeHHble BONPOChI 1 Apyrasi noae3Has
MHPopmMaumns cobpaHbl Ha cainTe OAO «NHPoTeKC»:

Be6-noptan gokymeHntaumnm ViPNet http://docs.infotecs.ru.

OnwucaHune npogayktoB ViPNet http://www.infotecs.ru/products/line/.

Nudbopmaumsa o pewenusx ViPNet http://www.infotecs.ru/solutions/.

C6opHMK YacTo 3agaBaembix Bonpocos (FAQ) http://www.infotecs.ru/support/faq/.
®opym nonb3osatenen npogyktos ViPNet http://www.infotecs.ru/forum.

3akoHogaTenbHas 6a3a B coepe 3awmTsl nHGopmauum http://www.infotecs.ru/laws/.

KoHTakTHaa nHpopmauma

C Bonpocamu no ncnonb3osaHuto npogayktos ViPNet, noxenaHnamm nan npeanoxeHnNAaMm CBAXUTECh CO
cneunanuctamm OAO «MHOoTeKC». [ins pelleHns BO3HMKaOWMX Npobaem obpaTtntecs B cayxby
TEXHNYECKOWN NOoAAEPXKKM.

TexHuueckas noaaep>kka ans nonb3osatener npoayktos ViPNet: hotline@infotecs.ru.
®opma 3anpoca B cyxby TexHMUYeckon noaaep>kkn http://www.infotecs.ru/support/request/.

PeFMCTpaLI,VIFI NPOAYKTOB N KOHCY/NbTaLUK Mo TenquOHy Ana KINEHTOB, UMERLWNX pacmmpeHHblﬁ
YPOBEHb TEXHNYECKOTO CONMPOBOXAEHMNA!

8 (495) 737-6196,

8 (800) 250-0260 — becnnaTHbIN 3BOHOK M3 Ntoboro pervoHa Poccnm (kpome MoCKBbI).

PacnpoctpaHeHne nHdopmaunm 06 yassumoctax npogyktos OAO «NHPoTeKC» peryampyetca
NMONNTMKOMN OTBETCTBEHHOrO pa3rnallerus http://infotecs.ru/products/disclosure.php. Ecau Bbl
0BHapy>Xunamn ya3BnMMoCTu B NPOAyKTax KOMNaHuK, coobLmute o H1X No agpecy security-
notifications@infotecs.ru.
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OcHoBHble Bo3mMoxHocTn ViPNet SafeBoot

OcHoBHeble Bo3MoxxHocTH ViPNet SafeBoot npeactaBaeHbl B Tabanue HUXe.

q)yHKLI.VIOHaﬂ bHaA BO3MO>XHOCTb

UpeHTudunkaumsa n ayreHTMpumKauua nosibsoBaresnei.
ObecneveHne naeHTMdnKaLmnm n ayteHTUdMKaLmmn
3aperncTpupoBaHHbIX NoJib30BaTesen

[oBepeHHas 3arpy3ka onepauuoHHoi cucremsl. ViPNet
SafeBoot obecneunBaet 3arpy3Ky KOMMOHEHT OrepaLMoHHON
CUCTEMBI TOJIbKO C OMpPEeAENEHHbIX HOCUTENEN, HAa3HAaYEHHBbIX
aAMVIHUCTPATOPOM, NPeAOCTaBASET afMUHNCTPATOPY
BO3MOXHOCTb BbIOpaTb PeXVM 3arpy3ky onepauuoHHON
cUcTeMbl

KoHTponb uenocrHoctu. ViPNet SafeBoot BbinosHseT
KOHTPO/Ib LIeNOCTHOCTN COHCTBEHHOTO MPOrPaMMHOro
obecneyeHus, obpaza BIOS 1 gpyrnx KOMNOHEHTOB

YnpaBneHue yueTHbIMMY 3anMcAMM noJsb3oBarteneit. ViPNet
SafeBoot no3BonseT co3paBaTth, peAakTMpoOBaTh U yAaNaTb
yyeTHble 3anuncK nosb3oBatenei

YnpaBneHue HacTpoiikamu ayTeHTUduKaumu. ViPNet
SafeBoot no3BosseT 3azatb HACTPOMKKN ceccum
ayTeHTudunKaLmm

YnpaBneHue ceptudukaramu. ViPNet SafeBoot nossonser
3arpysutb KOPHEBON CepTUOUKAT U CMIMCOK OTO3BaHHbIX
ceptndurkaTos

MpoBepka 1 ycTaHOBKa 06HOBAIEHUIA. ABTOMaTNYECKMI
nowck daiina obHOBNEHMS U YCTaHOBKA OBHOBIEHWI
NMoCpPesCcTBOM MEHIO YNpaBieHWs HacTporikamu

SkcnopTt u umnopt Hactpoek ViPNet SafeBoot

BepeHue >xypHana cobbITUiA. Pervcrpauus cobbitnin n yuet
aencteuin B MeHto ViPNet SafeBoot

Ccbinka

NaeHTnourkauma n ayteHTnburkaumsa
nosib3oBatenen Ha ctp. 11

Ynpaenenue ViPNet SafeBoot Ha
cTp. 12

YnpaBneHue ViPNet SafeBoot Ha
cTp. 12

YnpaBneHue ViPNet SafeBoot Ha
cTp. 12

YnpaBneHue ViPNet SafeBoot Ha
cTp. 12

Ynpaenenue ViPNet SafeBoot Ha
cTp. 12

YnpaeneHue ViPNet SafeBoot Ha
cTp. 12

Ynpaenenue ViPNet SafeBoot Ha
cTp. 12

Ynpaenenue ViPNet SafeBoot Ha
cTp. 12
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AeHTndMKaUMA 1 ayTeHTOMKALMA
No/sib30BatTenew

NaeHTndurkauma nonb3oBatenemn ocyLecTBAAETCA NO JOTUHY — UMEHWN NOAb30BaTenNs,
3apernctpupoaHHomy B ViPNet SafeBoot.

B ViPNet SafeBoot nonb3oBatento MoXeT 6bITb Ha3HaYeH OAUH U3 CeAYHOLLMX CMOCO60oB
ayTeHTUdUKaLmu:

e [laponb;
e  DIeKTPOHHBbIV MAEHTUPUKATOP;

e CoueTaHue cNOCOBOOB 3/1EKTPOHHbIN NAEHTUPMKATOP 1 NapOob.

[Maponb MoXxeT cogepxatb oT 4 0 32 CUMBOOB.

MNpumeyaHne. Cpok AeWCTBUSA NAPOas MOXET BbITb OrPaHUYEH.
Ecan afMUHWCTpaTOp YCTaHOBUA OFpaHMUeHre Ha CPOK AeNCTBUSA Napos, TO Mo
MCTeYEeHMM 3a4aHHOrO Nepuosa BbIBOAWTCSA COOTBETCTBYHOLLLE COObLLEHME O
HeobXoAMMOCTN CMEHbI NMapoJs, 3arpyska onepaLnoHHON cucTeMbl BAOKNPYETCS.

DNeKTPOHHbIN naeHTUdPMKaTop npeactaBaset cobown cneumanbHoe USB ycTponcTBo, cogepkallee
NN4HbIA cepTndumkat nonb3sosaTens popmata X509, a Takxke 3aKpbITbI KAHOU, COOTBETCTBYHOLLUIA
ny6aMyYHOMY Kitouy, cogepikallemycs B ceptudukare. [as goctyna K nHGopmaLmm, cogepallienca Ha
3NeKTPOHHOM MaeHTUMKaTope, Tpebyetca BBecTn PIN-kog nosb3osatens.

B ViPNet SafeBoot nogaep>xmBatoTcs crefytoLLne aneKTpoHHble naeHTudukaTopsl: PytokeH LM,
PytokeH 3LM 2.0, PytokeH Lite, JaCarta PKI (USB/SC), Guardant ID.

Mpoueaypa naeHTUGUKaLMKN 1 ayTEHTUPUKALIMKN NPpUBeLeHa Ha cTp. 16.

/r\ BHumaHme! MHoxecTBeHHble owmnbku npu BBoge PIN-koga MoryT npusectu K
A CaMOHNOKMPOBKE 3/1EKTPOHHOTO MAeHTUdMKaTopa.
B a3Tom cnyuae Tpebyetca pasbaokunposka cpeactsamu 1O nocrtaBasemoro ¢
3/1eKTPOHHbBIM MAEHTNHNKATOPOM.

ViPNet SafeBoot. PykoBoacTBo nonb3zosatens | 11



YnpasneHue ViPNet SafeBoot

YnpasneHue ViPNet SafeBoot BbinosHAETCA U3 peXkuMa HacTPOWKM, JOCTYMN K KOTOPOMY MMEET TObKO

noJsib3oBaTtesib C MOJTHOMOYUAMN aAMUHUCTPAaTOpPa.

B pexxume HacTpolikm ViPNet SafeBoot BbinoaHstoTCs cregyroline GyHKLNN:

[JoBepeHHas 3arpyska onepaLOHHOW CUCTEMBI.

KoHTponb uenoctHocTy.

YnpaBneHue yyeTHbIMW 3anNnCAMM NOAb30BaTENEN.

YnpaBieHne HacTponkamm ayTeHTudurKaumnn.

YnpasneHune ceptudpurkatamm.

MpoBepka v ycTaHOBKa OO6HOB/IEHWIA.

JkcnopT 1 nMmnopt HacTpoek ViPNet SafeBoot Hactpoiikn ViPNet SafeBoot

BeseHve 1 ynpaBieHve XypHanom cobbITUI.

MoapobHoe onucaHme paboTsl B pexxume HacTPOKN NpuBeseHo B «PyKoBOACTBE agMUHUCTpATOPa
ViPNet SafeBoot».

O6blyHOMY Monb3oBaTento B pexxmmMe Hactporikm ViPNet SafeBoot goctynHa ToAbkO cMeHa cBoero
napons.
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Hayano paboThbl

Mepea HavanoMm paboTbl 14

3anyck 1 3aBepLueHne paboTbl 15

ViPNet SafeBoot. PykoBoacTBo nosnb3osatens | 13



[lepen Havyanom paboThbl

JocTyn K onepaLMOHHON cncTeMe NoslyyatoT TOAbKO 3apernctpupoBaHHble B ViPNet SafeBoot
nosb3oBaTenu.

Mepeg HayanoM paboTbl NOAb30BaTENO HEOOXOAMMO MONYUYUTb OT CUCTEMHOTO agMUHUCTPATOPa AaHHble
Ans ayteHTndumkaunm (y4eTHble JaHHble):

e  JIOTUH;

e Napoib WU/WUAN INEKTPOHHbIN naeHTUdnKatop 1 PIN-koa.

CoBeT. Heo6x041MMO 3aMOMHUTb CBOW YUYETHbIE AaHHbIE AN COXPaHUTb B
HeZOCTYMHOM ANs APYIWX NtOAEl MecTe.

B cnyuae nosBneHns owmb0ok HeEO6X0AMMO HEMEANEHHO COOOLWNTL 06 3TOM
CUCTEMHOMY aZMUHUCTPATOPY.
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3anyck 1 3aBepLueHme paboThbl

3anyck ViPNet SafeBoot ocyLuecTBaseTcs aBToMaTMyeCcky Npu BKAKOUYEHUM KOMMbIOTEPA, HAa KOTOPOM OH

YCTaHOBJ/IEH.

[lo Hauyana 3arpy3ku onepaLMoHHON CUCTEMbI AN BXOAa B pexxuMm HacTpolikn ViPNet SafeBoot ans
CMeHbI Napoas He0HXOAUMO BbINOJAHUTL NPOLeAYPY MAEHTUOUKALMM U ayTeHTUdMKaLMK (cM. Ha cTp. 11).

3aBepLueHune pabotbl ViPNet SafeBoot ocyluecTBaseTcs npw 3anycke onepaLyoHHON CUCTeMbl IM6O
OTKJIFOYEHUWN MUTAHUA KOMMbIOTEpPA.

ViPNet SafeBoot. PykoBoacTBo nonb3osatens | 15



[Tpoueaypa naeHTMdUKaumm
AYyTEHTNOMKALMN

AyTeHTdMKaLmMa No Napoto

AyTeHTMdMKaLMA MO 3NeKTPOHHOMY naeHTUdunKaTopy
AyTeHTUdMKaLMA NO 3INEKTPOHHOMY MAeHTUdNKATOPY 1 Napoto
CmeHa napons

OrpaHunyeHune ceccnmn ayTeHTUdGMKaLMM

OrpaHunyeHve BpEMEHU AeNCTBUA Napons
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AyTeHTUOMKALMA MO NapOJIHO

[ns BbINONHEHUs ayTeHTUOMKALMM MO NMaposIto, BbIMOJHUTE CleAyoL e AeNCTBUSA:

1 Tpwn nosBAEHUW NpUrAALLEHNS BBECTU MMS MOJb30BaTENS, BBEAWTE JIOTWH, Bbl4aHHbIN
aAMVHUCTPaATOpPOM 1 HaxxmuTe Enter.

) ViPNet SafeBoot

1 B CHMCTEMY

BEeowTe WMa Mok TEMH:

(na BblKMMUEHKA CMCTeMel HakMuTe Esc

PucyHok 1. Hayano aymeHmudpukayuu (8800 umeHU No/ib308ameJis)

2 [puv nosiBAEHUW NpUraalleHns BBECTU NapoJb, BBEANUTE Naposib U HaxxmuTe Enter.

) ViPNet SafeBoot

B CHMCTEMU

EBeeouTe naponk:

Ina cMeHsl nNonbaosaTena HaxmdTe Esc

PucyHok 2. lpuanaweHue esecmu napose

Mocne yCI'IELIJHOI\/JI ayTEHTVIq)VIKaLI,VIVI N NPOBEPKN KOHTPO/IA LEeNOCTHOCTU BbINOAHAETCA 3arpy3ka
OI'IepaLI,I/IOHHOI7I CNCTEMDbI.

ViPNet SafeBoot. PykoBoacTBo nonb3osatens | 17



AYTEHTMOMKALMA MO INEKTDOHHOMY
NAEHTNOMKATOPY

s BbINOJHEHWUS ayTEHTUOMKALMM MO INEKTPOHHOMY UAEHTUPUKATOPY, BbINMOAHUTE ClegytoLine
JencTBUS:

1 BcTaBbTe 31EKTPOHHbIV MAEHTUGUKATOP.

2 [lpwv NosBAEHUW NPUraLLEHUS BBECTU MMS NMOJb30BATENS, BBEAWTE JIOTVH, BblAaHHbIN
aAMVHUCTPaATOPOM 1 HaxxmuTe Enter.

i ViPNet SafeBoot

Bxon B cucTeMy

BEEOWTe WMA MonbsoBaTENA:

(na BblKMMUEHKA CMCTeMel HakMuTe Esc

PucyHok 3. Hauyano aymeHmugukayuu (8800 uMeHU nose308ameris)

3 MMpw noasneHun npurnawenua seectn PIN-koa, BBegmTe PIN-Kog 31eKTpoHHOro naeHtudurkatopa u
HaxxmuTe Enter.

I] ViPNet SafeBoot

B:x:()[l E CUCTEeMU

Beeaute PIN:

[lna cMeHb nonb3oBaTena HaxmuTe Esc

PucyHok 4. MNpuenaweHue ssecmu PIN-ko0
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Mocne ycrnewHon ayTeHTMdMKaLUM U NPOBEPKMN KOHTPOAS LENOCTHOCTU BbINOAHAETCS 3arpy3ka
onepaLMoOHHOM CUCTEMBI.
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AYTEHTUDUKAUMA MO INEKTPOHHOMY
NAEHTUOUKATOPY W NAPOIHO

[ns BbINOJHEHWUs ayTeHTUOUKALMM MO NEKTPOHHOMY UAEHTUPUKATOPY, BBIMOJHUTE Cleaytolmne
JencTBUS:

1 BcTaBbTe 31EKTPOHHbIV MAEHTUGUKATOP.

2 [lpwv NosBAEHUW NPUraLLEHUS BBECTU MMS NMOJb30BATENS, BBEAWTE JIOTVH, BblAaHHbIN
aAMVHUCTPaATOPOM 1 HaxxmuTe Enter.

i ViPNet SafeBoot

E CHCTEMLU

BEeowTe WMa non TEMH:

(na BblKMMUEHKA CMCTeMel HakMuTe Esc

PucyHok 5. Ha4yano aymeHmugpukayuu (8800 UMeHU nosb308ames)

3 MMpw noasneHun npurnawenua seectn PIN-koa, BBegnTe PIN-KoOg 31eKTpoHHOro naeHtudurkatopa u
HaxxmuTe Enter.

I] ViPNet SafeBoot

B:x:()[l E CUCTEeMU

Beeaute PIN:

[lna cMeHb nonb3oBaTena HaxmuTe Esc

PucyHok 6. lNpuenaweHue ssecmu PIN-ko0

4 |_|pl/l noABJIEHUN MNMpuUrnaeHna BBeCtn naposib, BBEAUTE MapoOab N HAXMUTE Enter.

ViPNet SafeBoot. PykoBoacTBo nosnb3osatens | 20



i ViPNet SafeBoot

B CHMCTEmy

BeeauTe naponb:

0na cMeHs Nonb Tena HaxmuTe Esc

PucyHok 7. lNpuenaweHue sgecmu naposio

Mocne ycnewHow ayTeHTUOUKALUM U MPOBEPKM KOHTPOS LLEJIOCTHOCTYN BbIMONHAETCS 3arpy3ka
onepaLyoHHOWN CUCTEMBI.
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CMeHa napond

On7 cMeHbl Napons BbIMOJHUTE CleaytoLme AeNCTBUSA:
1 BbinonHwTe Npoueaypy ayTeHTUdMKaLMmM (CM. BbiLLe).

Mocne ycnewHow ayTeHTUOUKALUM B HUXKHEN YacTW 3KpaHa NosiBUTCA HaAMMWCh:

Hasmute [F2] nna Bxopa B pesd HACTPOWKM

g BHumanwme! Ecan He Haxatb [F2] B TeueHmne 3 cekyHf, TO HauHeTCA 3arpyska
onepaLyoHHON CUCTEMBI.

2 Haxwmurte F2.

OTkpoetca MeHto pexurMa HacTpoek ViPNet SafeBoot.

UiPNet SafeBoot

ﬂep933rpu3u Tb CHCTEHY
BoknmuuTh CUCTEHU

HHoopHaUMA O NpoauKTe

1,1.<Enter>: Bwbpate anement <Esc>: Bexon u3 pemuMa Hactpoek

PucyHok 8. MeHto pexxuma Hacmpoek ViPNet SafeBoot
3 BbibepuTte HacTtpoiikn nonb3oBartens.

4 B OTKPbIBLUEMCA MEHIO HAacTpoeK Nosib3oBaTtens Bbibepute MI3MeHUTb Napoib.
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HGCTPOHKH nonb306aTend

HMa nonb3oeaTtena <userl>

Ponb <nonb30BaTent>
Cnocob ayTeH THOMKALWM <MNaponb>

MuHUHanbHaa AnWHa napona 4>
MakcuMarnbHaa nnuHa napona 32>
KonuuecTBo nonmbiToK BEOQa napons <16>

CrodHbl naponb [1]
OrpaHMunTL CpoOK A€MCTBMA Mapond [x]

Cpok aercTeMA napona (aHen)

Napone pencteueT go: 2016-09-20 15:18jNBEednTe naponk:

CoxpaHuTb Hac TPOWKU
Unanuts nonb3oBatena

T,4,<Enter>: Bubpatb anerent <Esc>: Haszan

PucyHok 9. MeHro Hacmpoliku nose308amesisi

5 BeeguTe naponeb.

MpumeuaHue. OrpaHnyeHns, 4eACTBYHOLLME NPU CO3AaHUW NapOAs:

® MUHMMaNbHaaA ANVHa Napoad — 4 cnmBona;

® MakcuMManbHasa AnvHa naponsa — 32 cMMBOAa.

6 CoxpaHuTe HaCTPOWKM, BbIOpaB COOTBETCTBYHOLLMIA MYHKT MEHHO.

Joxantecb NnosBaeHUs caegyroLiei Hagnmucu:

HﬂCTpOI:IKH NoNb30BaTend COXpaHeHb

Hasrute nwbyw KnaBuuy and npogonxeHHd

7 HaxmwuTte Esc ans BbIXO4a B OCHOBHOE MEHHO.

8 [lepe3arpysuTte nau BbIKAKOUUTE CUCTEMY.
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OrpaHnYeHmne ceccnmy ayTeHTUdUKaLImMm

Bpems ceccum ayTeHTUMKALMN MOXKET HbITb OrpaHMUYeHo agMuHmucTpatopom ot 15 o 180 cekyHa. B
3TOM C/lyYae B OKHe A5 BBOZA YUYETHbIX JaHHbIX B CTpoke Bpems ceccuu ayteHTudukauum byzer
BECTMCb OHPATHbIN OTCUET YCTaHOBJIEHHOTO BPEMEHM.

Bxon B cucTemy

Beenaute uMa nonb3oBaTtena:

BpeMa ceccuu ayteHTHouKauuu: Z20c
flna BbiKMuEeHUA cUCTeHb HaxmMuTe Esc

Ecav Bbl He ycnenn BBECTU yUeTHble JaHHble 40 UCTEYEHWUsS BPEMEHU, OTPaHNUMBAIOLLEM
ayTeHTUdUKaLMIO, TO MOABUTCA Clejytoliee coobLleHwe:

BPQHQ CeCCHH ayTeH THOMEJGUWH HC TeRNo

CucteMa BupeT BoKHUeHa uyepes 5S¢
Haste awbuyn KnaBuuy 104 NpoaomkeHHa
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OrpaHnyeHre BpemMeHmn AenCcTBrA rnaposd

Bpems 4encTBus napons MOXeT BbiTb OrPaHUYEHO agMUHUCTPATOPOM. B 3TOM ciyyae no okoH4YaHUK
nepvoja AencTBMS Naposis NpU NOMbITKE BBECTM NMapoJib NOABUTCS Ceaytollee CoobLLeHMe:

BDQMQ #HM3IHW Napona HCTekKno

Hactpoiku nonb3oBatena nomsHbl BbTb BOCCTAHOBMeHs ANMUHHCTPATOPOM
Hasrute nwbyw KnaBuuy and npogonxeHHd

ObpatnTech K afiMMHUCTPATOPY ANA MNONYyYEHUA HOBOrO Mapos.
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CobbITUA, PETUCTPMPYEMbIE B
ViPNet SafeBoot

Ne
cobbiTna

Ha3sBaHue cobbiTus

Bpems ceccuu ayTteHTUdMKaLun
ncreksio

KonunuectBo nonbiTok
ayTeHTUdUKaLMM B TeKylleil ceccun
npesbilleHO

AyTeHTUdUKaLUA Nosb3oBaTENAMM
BpeMeHHO HefloCTyrnHa

He Bce nogcucremsl MMA3
HacTpoeHbl. Hy)kHO BoWTH

ApamMuHNCcTpaTOpoM, UTO6bI HAaCTPOUTL

nx

Monb3oBarennb 336ﬂ0KMpOBaH

BpeMil YXXMU3HU NapoJia UCTeKlo

HacTpoiiku nonb3oBaTtens AO/HKHbI
6bITb BOCCTaHOBJIEHbI
AAMUHUCTpaTOpPOM

OnucaHue cobbiTua

Bpems, oTBegeHHOE Ha ayTeHTUdUMKaLMIO, uctekno. Ans
NMOBTOPHOM MOMbITKM HEOHXOAMMO AOXAATLCS
OKOHYaHUA nepe3arpyskn CUCTEMbI.

I'Ipe,u,ynpe>|<,u,eHV|e O NpeBbIlLEeHUN Koamn4yecTea BBoja
HenpaBUAbHbIX AaHHbIX NpU aYTeHTVI(bVIKaLI,VIVI

Mpwn nosiBAeHUN JaHHOTO COBbITUS, HEOBXOANMO
06paTuTbCs K aAMUHUCTPaTOpPY

AyTeHTUOVKaLMA HEBO3MOXHA. MNPy NOSBAEHUN JAaHHOTO
CobbITWSA, HEOBXOAMMO 06paTUTLCA K aAMUHUCTPATOPY

AyTeHTUOVKaLMA HEBO3MOXHA. MNPy NOSBAEHUN JAaHHOTO
CobbITWSA, HEOBXOAMMO 06paTUTLCA K aAMUHUCTPATOPY

AyTeHTVIC‘)MKaU,MFI HEBO3MO>XHa. I'Ile noasBaeHnnN gaHHOro
cobbITuS, HeO6XOAMMO O6paTVITbCFI K agMUHUCTpaTopy

AyTeHTVIC‘)MKaU,MFI HEBO3MOXHa. I'Ile noasBnaeHnnN gaHHOro
cobbITuS, HeO6XOAMMO O6paTVITbCFI K agMUHUCTpaTopy
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Ne
cobbITuA

8

9

10

11

HasBaHue cobbiTua

HeBepHbIii naponb

CepTtudukar nonb3oBarens He HalAeH
Ha 3/1eKTPOHHOM ugeHTUduKaTope

BXOA AAaHHOro NnoJjzib3oBatena
HEeBO3MOXKeH

Monb3oBartenb He 3aperucTtpupoBaH B
cucTteme

OnuncaHue cobbiTUA

MpeaynpexaeHne 0 HEBEPHO BBeJEHHOM napoe

Ha anekTpoHHOM naeHTUdUKaTOpe oTCyTCTBYET
cepTvdUKaT, COOTBETCTBYHOLLNIA ayTEHTUOUKALIMOHHBIM
JaHHbIM MoJsib30BaTeNs

AyTeHTUPMKaLMA HEBO3MOXKHaA. pn NosBAEHUN AaHHOTrO
€obbITUA, HEOHXOAMMO 06PaTUTLCA K aAMUHUCTPATOPY

AyTeHTUPMKaLMA HEBO3MOXHa. Mpn NosBAEHUN AaHHOTrO
€obbITUA, HEOHXOAMMO 06PaTUTLCA K aAMUHUCTPATOPY
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BO3MOXHble HEMOAAAKM U
CNOCODbI VX YCTPaHEHMS

Mo Bcem Bompocam, CBA3aHHbIM C HermoaakaMu 1 BO3HWKAWMUMK OlIMbKammn HeobXxoanMo obpallatbes
K YOJIHOMOYEHHOMY aAMUHUCTPATOPY.
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[ noccapmm

AgMuHucTpaTtop

Nuuo, obnagatollee NpaBoM 3arpy3ku onepaLivoHHON CUCTEMbI, MPaBOM OCTYMNa B PEXMM HaCTPOVKK
ViPNet SafeBoot 1 oTBeuatoLLee 3a HAaCTPOWKY U OBHOBJEHHME.

AyanTop

JNinuo, obnagatolee NpaBoM 3arpysku onepaLoHHON CUCTEMbI M OFPaHNYEHHBIM JOCTYNOM B pexunme
HacTpoliku ViPNet SafeBoot (MpocMoTp 1 3KCnopT 3anuncel XXypHana CobbITU, CMeHa COBCTBEHHOTO
napons).

Kntou npoBepKku 3neKTPOHHOW NOANNCK

B cootBeTcTBMM C desepanbHbIM 3akOHOM N 63-03 «O6 3neKTPOHHOM noanucu» oT 6 anpens 2011 r.
KNHOUYOM MPOBEPKMN 3/1EKTPOHHOMN MOAMMUCU Ha3bIBAETCA OTKPbITHIN KAHOU, KOTOPbIN ABAAETCH He
CEKPETHOW YacTbto Mapbl aCUMMETPUYUHbBIX KNHOUER 1 NpeaCcTaBAseT COB0N YHUKaNbHYHO
nocneoBaTeNbHOCTb CMMBOJIOB, OJHO3HAUYHO CBA3AHHYHO C 3aKPbIThIM KAFOUYOM W NpefHa3HauYeHHYo As
NPOBEPKM NOAAMHHOCTM SNEKTPOHHOM NOAMMNCK.

Ceptnoukar nsgatens

CepTrdwnKaT yAOCTOBEPSAIOLLErO LIEHTPA, KOTOPbLIM 3aBEPSAIOTCA U3AaBaeMble cepTUMKaThI.

Cneycnmson

JTroboli nevatHbIn cumBoa H6azoBon Tabaunubl ASCII (0-127), He aastowmincs umdpom n byksoi
NaTvHckoro andasmTa:

! O#S| % & () *

S N I I A e A I R B 4
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DNEeKTPOHHBIN naeHTudmKaTop

MepcoHanbHOE YCTPOMCTBO AOCTYyNa K UHGOPMALMOHHBIM pecypcam, npeaHas3HaueHHoe Ans
6e30nacHOro xpaHeHns 1 CNoAb30BaHNA Napoaew, LMdpoBbIx cepTUdUKaTOB, Katouel WNPpoBaHma 1

3J'IeKTpOHHOI7I noanncu.
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